

    
      
          
            
  
Welcome to the Python Viptela SDK documentation!

python-viptela provides a Python SDK for interacting with Cisco SDWAN (formerly Viptela).
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API Reference

This page contains auto-generated API reference documentation 1.



	utils

	data
	data.parse_methods

	data.policy_data

	data.template_data





	apps
	apps.clean

	apps.files





	api
	api.authentication

	api.central_policy

	api.certificate

	api.cluster

	api.device

	api.device_templates

	api.feature_templates

	api.http_methods

	api.local_policy

	api.monitor_network

	api.policy_definitions

	api.policy_lists

	api.policy_updates

	api.security_policy

	api.settings

	api.utilities










	1

	Created with sphinx-autoapi [https://github.com/readthedocs/sphinx-autoapi]








          

      

      

    

  

    
      
          
            
  
utils


Module Contents


	
utils.list_to_dict(lst, key_name, remove_key=True)

	Convert a list of dictionaries into a dictionary of dictionaries.


	Parameters

	
	key_name – The name of the key from the child dictionary to use to use in the parent.


	remove_key – Remove the key used for the parent dictionary from the child.






	Returns

	The resulting dictionary.



	Return type

	result (dict)













          

      

      

    

  

    
      
          
            
  
data


Submodules



	data.parse_methods

	data.policy_data

	data.template_data







Package Contents


	
data.name = vmanage.data

	







          

      

      

    

  

    
      
          
            
  
data.parse_methods

Parse Methods for Data Returned by Cisco vManage.




Module Contents


	
data.parse_methods.VALID_STATUS_CODES = [200, 201, 202, 203, 204, 205, 206, 207, 208, 226]

	




	
class data.parse_methods.ParseMethods

	Reset all configuratios on a vManage instance.

Executes the necessary REST calls in specific order to remove
configurations applied to a vManage instance.


	
static parse_data(response)

	Parse data and provide error handling for missing data.


	Parameters

	response (obj) – Requests response object



	Returns

	All data associated with a response.



	Return type

	result (dict)



	Raises

	Exception – Provides error message and details of issue.










	
static parse_status(response)

	Retrieve status code for transactions that do not receive
a response.


	Parameters

	response (obj) – Requests response object



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
static parse_config(response)

	Parse config and provide error handling for missing data.


	Parameters

	response (obj) – Requests response object



	Returns

	All data associated with a response.



	Return type

	result (dict)



	Raises

	Exception – Provides error message and details of issue.










	
static parse_id(response)

	Parse id and provide error handling for missing data.


	Parameters

	response (obj) – Requests response object



	Returns

	All data associated with a response.



	Return type

	result (dict)



	Raises

	Exception – Provides error message and details of issue.

















          

      

      

    

  

    
      
          
            
  
data.policy_data

Cisco vManage Policy Methods.




Module Contents


	
class data.policy_data.PolicyData(session, host, port=443)

	Bases: object

Methods that deal with importing, exporting, and manipulating data from policies.


	
import_policy_list_list(self, policy_list_list, push=False, update=False, check_mode=False, force=False)

	Import a list of policyies lists into vManage.  Object Names are translated to IDs.


	Parameters

	
	policy_list_list – A list of polcies


	push (bool) – Whether to push a change out


	update (bool) – Whether to update when the list exists


	check_mode (bool) – Report what updates would happen, but don’t update






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
convert_list_name_to_id(self, name_list)

	Convert policy list from names to IDs in object.


	Parameters

	name_list (list) – Object










	
convert_list_id_to_name(self, id_list)

	Convert policy list from IDs to names in object.


	Parameters

	id_list (list) – Object










	
convert_sequences_to_id(self, sequence_list)

	Convert sequence entries from IDs to names in object.


	Parameters

	sequence_list (list) – Sequence list










	
convert_definition_id_to_name(self, policy_definition)

	Convert policy_definition from IDs to names in object.


	Parameters

	policy_definition (list) – Sequence list










	
convert_definition_name_to_id(self, policy_definition)

	Convert policy_definition from names to IDs in object.


	Parameters

	policy_definition (list) – Sequence list










	
convert_policy_definition_to_name(self, policy_definition)

	Convert policy_definition objects from IDs to names


	Parameters

	policy_definition (list) – Sequence list



	Returns

	The converted policy definition



	Return type

	result (dict)










	
convert_policy_definition_to_id(self, policy_definition)

	Convert policy_definition objects from names to IDs


	Parameters

	policy_definition (list) – Sequence list



	Returns

	The converted policy definition



	Return type

	result (dict)










	
export_policy_definition_list(self, definition_type='all')

	Export Policy Definition Lists from vManage, translating IDs to Names.


	Parameters

	definition_type (string) – The type of Definition List to retreive



	Returns

	
	A list of all definition lists currently
	in vManage.









	Return type

	response (list)










	
import_policy_definition_list(self, policy_definition_list, update=False, push=False, check_mode=False, force=False)

	Import Policy Definitions into vManage.  Object names are converted to IDs.


	Returns

	
	A list of all policy lists currently
	in vManage.









	Return type

	response (dict)










	
convert_policy_to_name(self, policy_item)

	Convert policy items from IDs to names


	Parameters

	definition_type (string) – Policy item



	Returns

	The converted policy item



	Return type

	response (dict)










	
convert_policy_to_id(self, policy_item)

	Convert policy items from names IDs


	Parameters

	definition_type (string) – Policy item



	Returns

	The converted policy item



	Return type

	response (dict)










	
export_local_policy_list(self)

	Export Local Policies from vManage.  Object IDs are converted to names.


	Returns

	
	A list of all policy lists currently
	in vManage.









	Return type

	response (dict)










	
import_local_policy_list(self, local_policy_list, update=False, push=False, check_mode=False, force=False)

	Import Local Policies into vManage.  Object names are converted to IDs.


	Returns

	
	A list of all policy lists currently
	in vManage.









	Return type

	response (dict)










	
export_central_policy_list(self)

	Export Central Policies from vManage, converting IDs to names.


	Returns

	
	A list of all policy lists currently
	in vManage.









	Return type

	response (dict)










	
import_central_policy_list(self, central_policy_list, update=False, push=False, check_mode=False, force=False)

	Import Central Policies into vManage.  Object names are converted to IDs.


	Returns

	
	A list of all policy lists currently
	in vManage.









	Return type

	response (dict)










	
export_security_policy_list(self)

	Export Security Policies from vManage, converting IDs to names.


	Returns

	
	A list of all policy lists currently
	in vManage.









	Return type

	response (dict)










	
import_security_policy_list(self, security_policy_list, update=False, push=False, check_mode=False, force=False)

	Import Security Policies into vManage.  Object names are converted to IDs.


	Returns

	
	A list of all policy lists currently
	in vManage.









	Return type

	response (dict)

















          

      

      

    

  

    
      
          
            
  
data.template_data

Cisco vManage Templates Methods.




Module Contents


	
class data.template_data.TemplateData(session, host, port=443)

	Bases: object

Methods that deal with importing, exporting, and converting data from templates.


	
convert_device_template_to_name(self, device_template)

	Convert a device template objects from IDs to Names.


	Parameters

	device_template (dict) – Device Template



	Returns

	Converted Device Template.



	Return type

	result (dict)










	
convert_device_template_to_id(self, device_template)

	Convert a device template objects from Names to IDs.


	Parameters

	device_template (dict) – Device Template



	Returns

	Converted Device Template.



	Return type

	result (dict)










	
generalTemplates_to_id(self, generalTemplates)

	Convert a generalTemplates object from Names to IDs.


	Parameters

	generalTemplates (dict) – generalTemplates object



	Returns

	Converted generalTemplates object.



	Return type

	result (dict)










	
import_feature_template_list(self, feature_template_list, push=False, check_mode=False, update=False)

	Import a list of feature templates from list to vManage.  Object Names are converted to IDs.


	Parameters

	
	feature_template_list (list) – List of feature templates


	check_mode (bool) – Only check to see if changes would be made


	update (bool) – Update the template if it exists






	Returns

	Returns the diffs of the updates.



	Return type

	result (list)










	
export_device_template_list(self, factory_default=False, name_list=None)

	Export device templates from vManage into a list.  Object IDs are converted to Names.


	Parameters

	
	factory_default (bool) – Include factory default


	name_list (list of strings) – A list of template names to retreive.






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
import_device_template_list(self, device_template_list, check_mode=False, update=False, push=False)

	Import a list of device templates from list to vManage.  Object Names are converted to IDs.


	Parameters

	
	device_template_list (list) – List of device templates


	check_mode (bool) – Only check to see if changes would be made


	update (bool) – Update the template if it exists






	Returns

	Returns the diffs of the updates.



	Return type

	result (list)










	
import_attachment_list(self, attachment_list, check_mode=False, update=False)

	Import a list of device attachments to vManage.


	Parameters

	
	attachment_list (list) – List of attachments


	check_mode (bool) – Only check to see if changes would be made


	update (bool) – Update the template if it exists






	Returns

	Returns the diffs of the updates.



	Return type

	result (list)










	
subTemplates_to_name(self, old_template, feature_template_dict)

	Convert a Sub Template objects from IDs to Names.


	Parameters

	
	old_template (dict) – a device template


	feature_template_dict (dict) – dict of all the feature templates






	Returns

	Converted Device Template.



	Return type

	result (dict)










	
subTemplates_to_id(self, template, feature_template_dict)

	Convert a Sub Template objects from IDs to Names.


	Parameters

	
	template (dict) – a device template


	feature_template_dict (dict) – dict of all the feature templates






	Returns

	Converted Device Template.



	Return type

	result (dict)

















          

      

      

    

  

    
      
          
            
  
apps


Submodules



	apps.clean

	apps.files







Package Contents


	
apps.name = vmanage.apps

	







          

      

      

    

  

    
      
          
            
  
apps.clean

Clean vManage Resources.




Module Contents


	
class apps.clean.CleanVmanage(session, host, port=443)

	Bases: object

Reset all configurations on a vManage instance.

Executes the necessary REST calls in specific order to remove
configurations applied to a vManage instance.


	
active_count_delay(self)

	Delay while there are active tasks.






	
clean_vedge_attachments(self)

	Clean all vedge attachments






	
clean_vedge(self)

	Clean all vedges






	
clean_controller_attachments(self)

	Clean all controller attachments






	
clean_device_templates(self)

	Clean all device templates






	
clean_feature_templates(self)

	Clean all feature templates






	
clean_central_policy(self)

	Clean all central policy






	
clean_local_policy(self)

	Clean all local policy






	
clean_policy_definitions(self)

	Clean all policy definitions






	
clean_policy_lists(self)

	Clean all policy lists






	
clean_security_policy(self)

	Clean all security policy






	
clean_all(self)

	Clean everything in vManage













          

      

      

    

  

    
      
          
            
  
apps.files

Cisco vManage Files API Methods.




Module Contents


	
class apps.files.Files(session, host, port=443)

	Bases: object

Read and write data to file.


	
export_templates_to_file(self, export_file, name_list=None, template_type=None)

	Export templates to a file.  All object IDs will be translated to names.  Use
a ‘.yml’ extention to export as YAML and a ‘.json’ extension to export as JSON.


	Parameters

	
	export_file (str) – The name of the export file


	name_list (list) – List of device templates to export


	template_type (str) – Template type: device or template













	
import_templates_from_file(self, import_file, update=False, check_mode=False, name_list=None, template_type=None)

	Import templates from a file.  All object Names will be translated to IDs.


	Parameters

	
	import_file (str) – The name of the import file


	name_list (list) – List of device templates to export


	template_type (str) – Template type: device or template


	check_mode (bool) – Try the import, but don’t make changes (default: False)


	update (bool) – Update existing templates (default: False)













	
export_policy_to_file(self, export_file)

	Export policy to a file.  All object IDs will be translated to names.  Use
a ‘.yml’ extention to export as YAML and a ‘.json’ extension to export as JSON.


	Parameters

	export_file (str) – The name of the export file










	
import_policy_from_file(self, file, update=False, check_mode=False, push=False)

	Import policy from a file.  All object Names will be translated to IDs.


	Parameters

	
	import_file (str) – The name of the import file


	check_mode (bool) – Try the import, but don’t make changes (default: False)


	update (bool) – Update existing templates (default: False)


	push (bool) – Push tempaltes to devices if changed (default: False)













	
export_attachments_to_file(self, export_file, name_list=None, device_type=None)

	Export attachments to a file.  All object IDs will be translated to names.  Use
a ‘.yml’ extention to export as YAML and a ‘.json’ extension to export as JSON.


	Parameters

	export_file (str) – The name of the export file










	
import_attachments_from_file(self, import_file, update=False, check_mode=False, name_list=None)

	Import attachments from a file.  All object Names will be translated to IDs.


	Parameters

	
	import_file (str) – The name of the import file


	check_mode (bool) – Try the import, but don’t make changes (default: False)


	update (bool) – Update existing templates (default: False)




















          

      

      

    

  

    
      
          
            
  
api


Submodules



	api.authentication

	api.central_policy

	api.certificate

	api.cluster

	api.device

	api.device_templates

	api.feature_templates

	api.http_methods

	api.local_policy

	api.monitor_network

	api.policy_definitions

	api.policy_lists

	api.policy_updates

	api.security_policy

	api.settings

	api.utilities







Package Contents


	
api.name = vmanage.api

	







          

      

      

    

  

    
      
          
            
  
api.authentication

Cisco vManage Authentication API Methods.




Module Contents


	
class api.authentication.Authentication(host=None, user=None, password=None, port=443, validate_certs=False, timeout=10)

	Bases: object

vManage Authentication API

Responsible for retrieving the JSESSIONID after a username/password
has been authenticated.  If the vManage version is >= 19.2.0 then
the X-XSRF-TOKEN will be retrieved and added to the header.  An
HTTP(S) Request session object will be returned.


	
login(self)

	Executes login tasks against vManage to retrieve token(s).


	Parameters

	None. – 



	Returns

	a Requests session with JSESSIONID and an
X-XSRF-TOKEN for vManage version >= 19.2.0.



	Return type

	self.session



	Raises

	
	LoginFailure – If the username/password are incorrect.


	RequestException – If the host is not accessible.




















          

      

      

    

  

    
      
          
            
  
api.central_policy

Cisco vManage Centralized Policy API Methods.




Module Contents


	
class api.central_policy.CentralPolicy(session, host, port=443)

	Bases: object

vManage Central Policy API

Responsible for DELETE, GET, POST, PUT methods against vManage
Central Policy.


	
activate_central_policy(self, policy_name, policy_id)

	Activates the current active centralized policy


	Parameters

	policyId (str) – ID of the active centralized policy



	Returns

	The Action ID from the activation.



	Return type

	action_id (str)










	
reactivate_central_policy(self, policy_id)

	reActivates the current active centralized policy


	Parameters

	policyId (str) – ID of the active centralized policy



	Returns

	The Action ID from the activation.



	Return type

	action_id (str)










	
deactivate_central_policy(self, policy_id)

	Deactivates the current active centralized policy


	Parameters

	policyId (str) – ID of the deactive centralized policy



	Returns

	The Action ID from the activation.



	Return type

	result (str)










	
add_central_policy(self, policy)

	Delete a Central Policy from vManage.


	Parameters

	policy – The Central Policy



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
update_central_policy(self, policy, policy_id)

	Update a Central from vManage.


	Parameters

	
	policy – The Central Policy


	policy_id – The ID of the Central Policy to update






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
delete_central_policy(self, policyId)

	Deletes the specified centralized policy


	Parameters

	policyId (str) – ID of the active centralized policy



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_central_policy(self)

	Obtain a list of all configured central policies


	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_central_policy_list(self)

	Get all Central Policies from vManage.


	Returns

	
	A list of all policy lists currently
	in vManage.









	Return type

	response (list)










	
get_central_policy_dict(self, key_name='policyName', remove_key=False)

	Get all Central Policies from vManage.


	Parameters

	
	key_name (str) – The name of the attribute to use as the key


	remove_key (bool) – Remove the key from the dict (default: False)






	Returns

	
	A dict of all Central Policies currently
	in vManage.









	Return type

	response (dict)

















          

      

      

    

  

    
      
          
            
  
api.certificate

Cisco vManage Certificate API Methods.




Module Contents


	
class api.certificate.Certificate(session, host, port=443)

	Bases: object

vManage Certificate API

Responsible for DELETE, GET, POST, PUT methods against vManage
Certificates.


	
generate_csr(self, device_ip)

	Generate CSR for device


	Parameters

	device_ip (str) – IP address of device.



	Returns

	The CSR for the device.



	Return type

	deviceCSR (str)










	
install_device_cert(self, cert)

	Install signed cert on vManage


	Parameters

	cert (str) – The certificate to install.



	Returns

	The action ID of the install command.



	Return type

	id (str)










	
push_certificates(self)

	Push certificates to all controllers


	Returns

	The action ID of the push command.



	Return type

	id (str)










	
get_vmanage_root_cert(self)

	Get vManage root certificate

Args:


	Returns

	The root certificate.



	Return type

	rootcertificate (str)

















          

      

      

    

  

    
      
          
            
  
api.cluster

Cisco vManage Cluster API Methods.




Module Contents


	
class api.cluster.Cluster(session, host, port=443)

	Bases: object

vManage Cluster API

Responsible for DELETE, GET, POST, PUT methods against vManage
Cluster.


	
get_cluster_connected_devices_list(self, vmanage_cluster_ip)

	Obtain vManage cluster connected devices


	Parameters

	vmanage_cluster_ip (str) – vManage cluster interface IP address



	Returns

	All data associated with a response.



	Return type

	result (list)










	
get_cluster_health_details_list(self)

	Obtain vManage cluster health details


	Parameters

	None (None) – 



	Returns

	All data associated with a response.



	Return type

	result (list)










	
get_cluster_health_status_list(self)

	Obtain vManage cluster health status


	Parameters

	None (None) – 



	Returns

	All data associated with a response.



	Return type

	result (list)










	
get_cluster_list(self)

	Obtain vManage cluster list


	Parameters

	None (None) – 



	Returns

	All data associated with a response.



	Return type

	result (list)










	
get_cluster_ip_addresses_dict(self)

	Obtain vManage cluster IP addresses


	Parameters

	None (None) – 



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_cluster_ready_state(self)

	Obtain vManage cluster ready state


	Parameters

	None (None) – 



	Returns

	All data associated with a response.



	Return type

	result (bool)










	
get_cluster_node_properties(self)

	Obtain connected vManage cluster node properties


	Parameters

	None (None) – 



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_cluster_tenancy_mode(self)

	Obtain vManage cluster tenancy mode


	Parameters

	None (None) – 



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_cluster_vmanage_details_list(self, vmanage_cluster_ip)

	Obtain vManage cluster specific vManage details using cluster interface IP


	Parameters

	vmanage_cluster_ip (str) – vManage cluster interface IP address



	Returns

	All data associated with a response.



	Return type

	result (list)

















          

      

      

    

  

    
      
          
            
  
api.device

Cisco vManage Device Inventory API Methods.




Module Contents


	
class api.device.Device(session, host, port=443)

	Bases: object

vManage Device Inventory API

Responsible for DELETE, GET, POST, PUT methods against vManage
Device Inventory.


	
get_device_list(self, category)

	Obtain a list of specified device type


	Parameters

	category (str) – vedges or controllers



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
post_device_cli_mode(self, deviceId, deviceType)

	Update a device to CLI mode


	Parameters

	
	deviceId (str) – uuid for device object


	deviceType (str) – vedge or controller













	
get_device_status_list(self)

	Obtain a list of specified device type

Args: None


	Returns

	Device status



	Return type

	result (list)










	
get_device_status_dict(self, key_name='host-name', remove_key=False)

	Obtain a dict of specified device type


	Parameters

	category (str) – vedges or controllers



	Returns

	Device status



	Return type

	result (dict)










	
get_device_status(self, value, key='system-ip')

	Get the status of a specific device


	Parameters

	
	string (value) – The value of the key to match


	key (string) – The key on which to match (e.g. system-ip)






	Returns

	Device status



	Return type

	result (dict)










	
get_device_config(self, device_type, value, key='system-ip')

	Get the config of a specific device


	Parameters

	
	string (value) – The value of the key to match


	key (string) – The key on which to match (e.g. system-ip)






	Returns

	Device config



	Return type

	result (dict)










	
get_device_config_list(self, device_type)

	
	Get the config status of a list of devices.  When ‘all’ is specified, it concatenats
	the vedges and controller together to provide a single method to retrieve status
in the same way as get_device_status_list.






	Parameters

	device_type (str) – ‘vedges’, ‘controllers’, or ‘all’



	Returns

	All data associated with a response.



	Return type

	result (list)










	
get_device_config_dict(self, device_type, key_name='host-name', remove_key=False)

	Get the config status of a list of devices as a dictionary


	Parameters

	
	device_type (str) – vedge or controller


	key_name (string) – The name of the attribute to use as the dictionary key


	remove_key (boolean) – remove the search key from the element






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_device_data(self, path, device_ip)

	Get the data from a device


	Parameters

	
	path (str) – The path of the data


	device_ip (str) – The IP address of the device






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
put_device_decommission(self, device_id)

	Decommission a device


	Parameters

	device_id (str) – uuid for device object



	Returns

	Device status



	Return type

	result (list)










	
post_device(self, device_ip, personality, username, password)

	Add control plane device


	Parameters

	
	device_ip (str) – device interface IP


	personality (str) – controller type (vmanage, vsmart, vbond)


	username (str) – device username


	password (str) – device password






	Returns

	Device status



	Return type

	result (list)










	
post_reset_interface(self, device_ip, vpn_id, ifname)

	Reset an Interface
:param device_ip: device IP for device object
:type device_ip: str
:param vpn_id: VPN Id for Interface
:type vpn_id: int
:param ifname: Interface name to reset
:type ifname: str


	Returns

	HTTP response status



	Return type

	result (int)

















          

      

      

    

  

    
      
          
            
  
api.device_templates

Cisco vManage Device Templates API Methods.




Module Contents


	
class api.device_templates.DeviceTemplates(session, host, port=443)

	Bases: object

vManage Device Templates API

Responsible for DELETE, GET, POST, PUT methods against vManage
Device Templates.


	
delete_device_template(self, templateId)

	Obtain a list of all configured device templates.


	Parameters

	templateId (str) – Object ID for device template



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_device_templates(self)

	Obtain a list of all configured device templates.


	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_device_template_object(self, template_id)

	Obtain a device template object.


	Parameters

	template_id (str) – Object ID for device template



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_device_template_list(self, factory_default=False, name_list=None)

	Get the list of device templates.


	Parameters

	
	factory_default (bool) – Include factory default


	name_list (list of strings) – A list of template names to retreive.






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_device_template_dict(self, factory_default=False, key_name='templateName', remove_key=True, name_list=None)

	Obtain a dictionary of all configured device templates.


	Parameters

	
	factory_default (bool) – Wheter to return factory default templates


	key_name (string) – The name of the attribute to use as the dictionary key


	remove_key (boolean) – remove the search key from the element


	name_list (list of strings) – A list of template names to retreive.






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_template_attachments(self, template_id, key='host-name')

	Get the devices that a template is attached to.


	Parameters

	
	template_id (string) – Template ID


	key (string) – The key of the device to put in the list (default: host-name)






	Returns

	List of keys.



	Return type

	result (list)










	
get_template_input(self, template_id, device_id_list=None)

	Get the input associated with a device attachment.


	Parameters

	
	template_id (string) – Template ID


	device_id_list (list) – list of device UUID’s to get input for






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
add_device_template(self, device_template)

	Add a single device template to Vmanage.


	Parameters

	device_template (dict) – Device Template



	Returns

	Response from Vmanage



	Return type

	result (list)










	
update_device_template(self, device_template)

	Update a single device template to Vmanage.


	Parameters

	device_template (dict) – Device Template



	Returns

	Response from Vmanage



	Return type

	result (list)










	
reattach_device_template(self, template_id, config_type, is_edited=True, is_master_edited=True)

	Re-Attach a template to the devices it it attached to.


	Parameters

	
	template_id (str) – The template ID to attach to


	config_type (str) – Type of template i.e. device or CLI template


	is_edited (bool) – True if the template has been edited


	is_master_edited (bool) – For CLI device template needs to match is_edited.
For device templates using feature templates needs to be set to False.






	Returns

	Returns the action id of the attachment



	Return type

	action_id (str)










	
attach_to_template(self, template_id, config_type, uuid)

	Attach and device to a template


	Parameters

	
	template_id (str) – The template ID to attach to


	config_type (str) – Type of template i.e. device or CLI template


	uuid (dict) – The UUIDs of the device to attach and mapping for corresponding variables, system-ip, host-name






	Returns

	Returns the action id of the attachment



	Return type

	action_id (str)










	
detach_from_template(self, uuid, device_ip, device_type)

	Detach a device from a template (i.e. Put in CLI mode)


	Parameters

	
	uuid (str) – The UUID of the device to detach


	device_ip (str) – The System IP of the system to detach


	device_type (str) – The device type of the device to detach






	Returns

	Returns the action id of the attachment



	Return type

	action_id (str)










	
get_attachments(self, template_id, key='host-name')

	Get a list of attachments to a particular template.


	Parameters

	
	template_id (str) – Template ID of the template


	key (str) – The key of the elements to return






	Returns

	Returns the specified key of the attached devices.



	Return type

	result (list)










	
get_device_running_config(self, uuid)

	Get the running configuration of a specific device.


	Parameters

	uuid (str) – UUID of device



	Returns

	The running configuration of the specified device.



	Return type

	result (str)










	
reattach_multi_device_templates(self, template_ids)

	Re-Attach a template to the devices it it attached to.


	Parameters

	
	template_id (str) – The template ID to attach to


	config_type (str) – Type of template i.e. device or CLI template


	is_edited (bool) – True if the template has been edited


	is_master_edited (bool) – For CLI device template needs to match is_edited.
For device templates using feature templates needs to be set to False.






	Returns

	Returns the action id of the attachment



	Return type

	action_id (str)










	
get_multi_attach_payload(self, template_ids)

	











          

      

      

    

  

    
      
          
            
  
api.feature_templates

Cisco vManage Feature Templates API Methods.




Module Contents


	
class api.feature_templates.FeatureTemplates(session, host, port=443)

	Bases: object

vManage Feature Templates API

Responsible for DELETE, GET, POST, PUT methods against vManage
Feature Templates.


	
delete_feature_template(self, templateId)

	Obtain a list of all configured feature templates.


	Parameters

	templateId (str) – Object ID for feature template



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_feature_templates(self)

	Obtain a list of all configured feature templates.


	Returns

	All data associated with a response.



	Return type

	result (dict)










	
add_feature_template(self, feature_template)

	Add a feature template to Vmanage.


	Parameters

	feature_template (dict) – Feature Template



	Returns

	Response from Vmanage



	Return type

	result (list)










	
update_feature_template(self, feature_template)

	Update a feature template on Vmanage.


	Parameters

	feature_template (dict) – Feature Template



	Returns

	Response from Vmanage



	Return type

	result (list)










	
get_feature_template_list(self, factory_default=False, name_list=None)

	Obtain a list of all configured feature templates.


	Parameters

	
	factory_default (bool) – Whether to return factory default templates


	name_list (list of strings) – A list of the template names to return






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_feature_template_dict(self, factory_default=False, key_name='templateName', remove_key=True, name_list=None)

	Obtain a dictionary of all configured feature templates.


	Parameters

	
	factory_default (bool) – Whether to return factory default templates


	key_name (string) – The name of the attribute to use as the dictionary key


	remove_key (boolean) – Remove the search key from the element


	name_list (list of strings) – A list of the template names to return






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_device_templates_for_feature(self, templateId)

	Obtain a list of device templates for given feature template


	Parameters

	templateId – (str)  Feature template ID to find device templates for



	Returns

	All data associated with a response.



	Return type

	result (dict)

















          

      

      

    

  

    
      
          
            
  
api.http_methods


Module Contents


	
api.http_methods.STANDARD_HEADERS

	




	
api.http_methods.STANDARD_TIMEOUT = 10

	




	
api.http_methods.VALID_STATUS_CODES = [200, 201, 202, 203, 204, 205, 206, 207, 208, 226]

	




	
class api.http_methods.HttpMethods(session, url)

	Bases: object

HTTP Methods for vManage API Interaction

Provides a consistent interaction with the vManage REST API.  Contains
error handling for common HTTP interaction issues.


	
request(self, method, headers=None, payload=None, files=None, timeout=STANDARD_TIMEOUT)

	Performs HTTP REST API Call.


	Parameters

	
	method (str) – DELETE, GET, POST, PUT


	headers (dict) – Use standard vManage header provided in
module or custom header for specific API interaction


	payload (str) – A formatted string to be delivered to
vManage via POST or PUT REST call


	file (obj) – A file to be sent to vManage






	Returns

	
	A parsable dictionary containing the full
	response from vManage for an interaction









	Return type

	result (dict)



	Raises

	
	JSONDecodeError – Payload format error.


	ConnectionError – Connection error.


	HTTPError – An HTTP error occurred.


	URLRequired – A valid URL is required to make a request.


	TooManyRedirects – Too many redirects.


	Timeout – The request timed out.


	RequestException – There was an ambiguous exception.




















          

      

      

    

  

    
      
          
            
  
api.local_policy

Cisco vManage Localized Policy API Methods.




Module Contents


	
class api.local_policy.LocalPolicy(session, host, port=443)

	Bases: object

vManage Local Policy API

Responsible for DELETE, GET, POST, PUT methods against vManage
Local Policy.


	
add_local_policy(self, policy)

	Delete a Central Policy from vManage.


	Parameters

	policy – The Central Policy



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
update_local_policy(self, policy, policy_id)

	Update a Central from vManage.


	Parameters

	
	policy – The Central Policy


	policy_id – The ID of the Central Policy to update






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
delete_local_policy(self, policy_id)

	Deletes the specified local policy


	Parameters

	policyId (str) – ID of the active local policy



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_local_policy(self)

	Obtain a list of all configured local policies


	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_local_policy_list(self)

	Get all Central Policies from vManage.


	Returns

	
	A list of all policy lists currently
	in vManage.









	Return type

	response (dict)










	
get_local_policy_dict(self, key_name='policyName', remove_key=False)

	Get all Local Policies from vManage.


	Parameters

	
	key_name (str) – The name of the attribute to use as the key


	remove_key (bool) – Remove the key from the dict (default: False)






	Returns

	
	A dict of all Local Polices currently
	in vManage.









	Return type

	response (dict)

















          

      

      

    

  

    
      
          
            
  
api.monitor_network

Cisco vManage Monitor Networks API Methods.




Module Contents


	
class api.monitor_network.MonitorNetwork(session, host, port=443)

	Bases: object

vManage Monitor Networks API

Responsible for GET methods against vManage Real Time Monitoring
for network devices.


	
_get_device_type(self, system_ip)

	




	
_ipsec_query_params(self, query_params, **kwargs)

	




	
get_aaa_users(self, system_ip)

	Provides AAA users for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	Device ARP table data.



	Return type

	result (dict)










	
get_arp_table(self, system_ip)

	Provides ARP entries for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	Device ARP table data.



	Return type

	result (dict)










	
get_bfd_history(self, system_ip, **kwargs)

	Provides BFD history for device.


	Parameters

	
	system_ip (str) – Device System IP


	remote_system_ip (str) – (Optional) Remote System IP


	remote_color (str) – (Optional) Remote Color






	Returns

	Device BFD history data.



	Return type

	result (dict)










	
get_bfd_links(self, system_ip, **kwargs)

	Provides BFD links for device.


	Parameters

	
	system_ip (str) – Device System IP


	state (str) – (Optional) State






	Returns

	Device BFD links data.



	Return type

	result (dict)










	
get_bfd_sessions(self, system_ip, **kwargs)

	Provides BFD sessions for device.


	Parameters

	
	system_ip (str) – Device System IP


	remote_system_ip (str) – (Optional) Remote System IP


	remote_color (str) – (Optional) Remote Color


	local_color (str) – (Optional) Local Color






	Returns

	Device BFD sessions data.



	Return type

	result (dict)










	
get_bfd_device_state(self, system_ip)

	Provides BFD state for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	Device BFD state data.



	Return type

	result (dict)










	
get_bfd_device_state_tloc(self, system_ip)

	Provides BFD state summary with TLOC for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	Device BFD state summary with TLOC data.



	Return type

	result (dict)










	
get_bfd_summary(self, system_ip)

	Provides BFD summary data for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	Device BFD summary data.



	Return type

	result (dict)










	
get_bfd_tloc(self, system_ip)

	Provides BFD TLOC for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	Device BFD TLOC data.



	Return type

	result (dict)










	
get_bgp_neighbors(self, system_ip, **kwargs)

	Provides BGP neighbors for device.


	Parameters

	
	system_ip (str) – Device System IP


	vpn-id (str) – VPN ID


	peer-addr (str) – Peer address


	as (str) – ASN






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_bgp_routes(self, system_ip, **kwargs)

	Provides BGP routes for device.


	Parameters

	
	system_ip (str) – Device System IP


	vpn-id (str) – VPN ID


	prefix (str) – IP prefix


	nexthop (str) – Nexthop






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_bgp_summary(self, system_ip)

	Provides BGP summary for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_cellular_connections(self, system_ip)

	Provides celluar connection information for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_cellular_hardware(self, system_ip)

	Provides celluar hardware information for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_cellular_modems(self, policy_id)

	Provides celluar modem information for device.


	Parameters

	policy_id (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_cellular_networks(self, system_ip)

	Provides celluar network information for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_cellular_profiles(self, system_ip)

	Provides celluar profile information for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_cellular_radios(self, system_ip)

	Provides celluar radio information for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_cellular_sessions(self, system_ip, **kwargs)

	Provides celluar session information for device.


	Parameters

	
	system_ip (str) – Device System IP


	interface_name (str) – Interface name values: ge0/0 - ge0/7, system, , eth0


	primary_dns_ipv4 (str) – Primary DNS IP






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_cellular_status(self, system_ip)

	Provides celluar status information for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_control_affinity_config(self, system_ip)

	Provides current control affinity config for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_control_affinity_status(self, system_ip)

	Provides current control affinity status for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_control_connections(self, system_ip, **kwargs)

	Provides current control connections for device.


	Parameters

	
	system_ip (str) – Device System IP


	peer_type (str) – Peer type (vedge, vsmart, vmanage, vbond)


	peer_system_ip (str) – Peer System IP






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_control_connections_history(self, system_ip, **kwargs)

	Provides control connections history for device.


	Parameters

	
	system_ip (str) – Device System IP


	peer_type (str) – Peer type (vedge, vsmart, vmanage, vbond)


	peer_system_ip (str) – Peer System IP


	local_color (str) – Local Color






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_control_count(self)

	Provides current control count for device.


	Parameters

	None (None) – 



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_control_links(self, system_ip, **kwargs)

	Provides control links for device.


	Parameters

	
	system_ip (str) – Device System IP


	state (str) – State






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_control_local_properties(self, system_ip)

	Provides control local properties history for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_control_summary(self, system_ip)

	Provides current control summary for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_control_valid_devices(self, system_ip)

	Provides control valid devices for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_control_valid_vsmarts(self, system_ip)

	Provides control valid vsmarts for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_control_wan_interface(self, system_ip)

	Provides current control wan interface for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_control_wan_interface_color(self, system_ip)

	Provides current control wan interface for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_device_status(self, system_ip)

	Provides status for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_device_system_info(self, system_ip)

	Provides system info for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_dhcp_clients(self, system_ip)

	Provides dhcp clients for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_dhcp_interfaces(self, system_ip)

	Provides dhcp interfaces for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_dhcp_servers(self, system_ip)

	Provides dhcp servers for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_dot1x_clients(self, system_ip)

	Provides DOT1X clients for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_dot1x_interfaces(self, system_ip)

	Provides DOT1X interfaces for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_dot1x_radius(self, system_ip)

	Provides DOT1X RADIUS information for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_dpi_applications(self, system_ip, **kwargs)

	Provides DPI application information for device.


	Parameters

	
	system_ip (str) – Device System IP


	vpn_id (str) – VPN/VRF ID


	application (str) – Application


	family (str) – Family






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_dpi_common_applications(self)

	Provides common DPI application information.


	Parameters

	None (None) – None



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_dpi_device_fields(self)

	Provides DPI fields for device.


	Parameters

	None (None) – None



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_dpi_device_fields_details(self)

	Provides DPI detailed fields for device.


	Parameters

	None (None) – None



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_dpi_flows(self, system_ip, **kwargs)

	Provides DPI application information for device.


	Parameters

	
	system_ip (str) – Device System IP


	vpn_id (str) – VPN/VRF ID


	source_ip (str) – Source IP


	application (str) – Application


	family (str) – Family






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_dpi_summary(self, system_ip)

	Provides DPI summary information for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_dpi_supported_applications(self, system_ip, **kwargs)

	Provides DPI supported application information for device.


	Parameters

	
	system_ip (str) – Device System IP


	application (str) – Application


	family (str) – Family






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_eigrp_interfaces(self, system_ip)

	Provides EIGRP interface for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_eigrp_routes(self, system_ip)

	Provides EIGRP route for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_eigrp_topology(self, system_ip)

	Provides EIGRP topology for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_hardware_alarms(self, system_ip)

	Provides hardware alarms for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_hardware_environment(self, system_ip)

	Provides hardware environment information for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_hardware_inventory(self, system_ip)

	Provides hardware inventory information for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_hardware_status_summary(self, system_ip)

	Provides hardware status summary information for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_hardware_system(self, system_ip)

	Provides hardware system information for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_igmp_groups(self, system_ip)

	Provides IGMP groups information for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_igmp_interfaces(self, system_ip)

	Provides IGMP interfaces information for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_igmp_statistics(self, system_ip)

	Provides IGMP statistics information for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_igmp_summary(self, system_ip)

	Provides IGMP summary information for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_interface_vpn(self, system_ip)

	Provides interface vpn/vrf information for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_ip_fib(self, system_ip, **kwargs)

	Provides IP FIB for device.


	Parameters

	
	system_ip (str) – Device System IP


	vpn_id (str) – VPN ID


	address_family (str) – Address Family


	destination_prefix (str) – Destination Prefix


	tloc (str) – TLOC


	color (str) – TLOC color






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_ip_route_table(self, system_ip, **kwargs)

	Provides IP route table for device.


	Parameters

	
	system_ip (str) – Device System IP


	vpn_id (str) – VPN ID


	address_family (str) – Address Family


	destination_prefix (str) – Destination Prefix


	source_protocol (str) – Source Protocol


	next_hop_address (str) – Next-Hop Address (cEdge Only)


	next_hop_oif (str) – Next-Hop Outgoing Interface (cEdge Only)






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_ip_nat_translations(self, system_ip)

	Provides IP NAT translations for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_ip_nat64_translations(self, system_ip)

	Provides IP NAT64 translations for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_ipsec_inbound_connections(self, system_ip, **kwargs)

	Provides IPSec inbound connections for device.


	Parameters

	
	system_ip (str) – Device System IP


	remote_tloc_address (str) – Remote TLOC address


	remote_tloc_color (str) – Remote TLOC color


	local_tloc_color (str) – Local TLOC color






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_ipsec_localsa(self, system_ip)

	Provides IPSec localsa for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_ipsec_outbound_connections(self, system_ip, **kwargs)

	Provides IPSec outbound connections for device.


	Parameters

	
	system_ip (str) – Device System IP


	remote_tloc_address (str) – Remote TLOC address


	remote_tloc_color (str) – Remote TLOC color






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_ipsec_pwk_inbound_connections(self, system_ip, **kwargs)

	Provides IPSec pairwise key inbound connections for device.


	Parameters

	
	system_ip (str) – Device System IP


	remote_tloc_address (str) – Remote TLOC address


	remote_tloc_color (str) – Remote TLOC color


	local_tloc_color (str) – Local TLOC color






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_ipsec_pwk_localsa(self, system_ip, **kwargs)

	Provides IPSec pairwise key localsa for device.


	Parameters

	
	system_ip (str) – Device System IP


	remote_tloc_address (str) – Remote TLOC address


	remote_tloc_color (str) – Remote TLOC color


	local_tloc_color (str) – Local TLOC color






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_ipsec_pwk_outbound_connections(self, system_ip, **kwargs)

	Provides IPSec pairwise key outbound connections for device.


	Parameters

	
	system_ip (str) – Device System IP


	remote_tloc_address (str) – Remote TLOC address


	remote_tloc_color (str) – Remote TLOC color


	local_tloc_color (str) – Local TLOC color






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_multicast_replicator(self, system_ip)

	Provides multicast replicator for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_multicast_rpf(self, system_ip)

	Provides multicast rpf for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_multicast_topology(self, system_ip)

	Provides multicast topology for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_multicast_tunnel(self, system_ip)

	Provides multicast tunnel for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_omp_peers(self, system_ip)

	Provides OMP peers for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_omp_routes_received(self, system_ip, **kwargs)

	Provides OMP received routes for device.


	Parameters

	
	system_ip (str) – Device System IP


	vpn_id (str) – VPN ID


	prefix (str) – Prefix






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_omp_routes_advertised(self, system_ip, **kwargs)

	Provides OMP advertised routes for device.


	Parameters

	
	system_ip (str) – Device System IP


	vpn_id (str) – VPN ID


	prefix (str) – Prefix






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_omp_summary(self, system_ip)

	Provides OMP summary for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_orchestrator_summary(self, system_ip)

	Provides orchestrator (vbond) summary for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_orchestrator_connections(self, system_ip)

	Provides orchestrator (vbond) connections for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_orchestrator_connections_history(self, system_ip)

	Provides orchestrator (vbond) connections history for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_orchestrator_local_properties(self, system_ip)

	Provides orchestrator (vbond) local properties history for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_ospf_interfaces(self, system_ip)

	Provides OSPF interfaces for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_ospf_neighbors(self, system_ip)

	Provides OSPF neighbors for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_ospf_routes(self, system_ip)

	Provides OSPF routes for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_ospf_database(self, system_ip)

	Provides OSPF database for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_ospf_database_summary(self, system_ip)

	Provides OSPF database summary for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_ospf_process(self, system_ip)

	Provides OSPF process for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_ospf_database_external(self, system_ip)

	Provides OSPF database external for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_pim_interfaces(self, system_ip)

	Provides PIM interfaces for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_pim_neighbors(self, system_ip)

	Provides PIM neighbors for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_pim_rp_mapping(self, system_ip)

	Provides PIM RP mapping for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_pim_statistics(self, system_ip)

	Provides PIM statistics for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_security_information(self, system_ip)

	Provides security information for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_software(self, system_ip)

	Provides software for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_umbrella_sig_tunnels(self, system_ip)

	Provides Cisco Umbrella SIG tunnels for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_users(self, system_ip)

	Provides users for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	Device ARP table data.



	Return type

	result (dict)










	
get_users_list(self, system_ip)

	Provides users list for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	Device ARP table data.



	Return type

	result (dict)










	
get_vrrp(self, system_ip)

	Provides VRRP entries for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_wlan_clients(self, system_ip)

	Provides WLAN clients for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_wlan_interfaces(self, system_ip)

	Provides WLAN interfaces for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_wlan_radios(self, system_ip)

	Provides WLAN radios for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_wlan_radius(self, system_ip)

	Provides WLAN RADIUS authenticiation for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_zscaler_sig_tunnels(self, system_ip)

	Provides Cisco zScaler SIG tunnels for device.


	Parameters

	system_ip (str) – Device System IP



	Returns

	All data associated with a response.



	Return type

	result (dict)

















          

      

      

    

  

    
      
          
            
  
api.policy_definitions

Cisco vManage Policy Definitions API Methods.




Module Contents


	
api.policy_definitions.definition_types_19_2_0 = ['data', 'approute', 'control', 'cflowd', 'mesh', 'hubandspoke', 'vpnmembershipgroup', 'qosmap', 'rewriterule', 'acl', 'aclv6', 'vedgeroute', 'zonebasedfw', 'intrusionprevention', 'urlfiltering', 'advancedMalwareProtection', 'dnssecurity']

	




	
api.policy_definitions.definition_types_19_3_0 = ['data', 'approute', 'control', 'cflowd', 'mesh', 'hubandspoke', 'vpnmembershipgroup', 'qosmap', 'rewriterule', 'acl', 'aclv6', 'deviceaccesspolicy', 'deviceaccesspolicyv6', 'vedgeroute', 'zonebasedfw', 'intrusionprevention', 'urlfiltering', 'advancedMalwareProtection', 'dnssecurity', 'ssldecryption', 'fxoport', 'fxsport', 'fxsdidport', 'dialpeer', 'srstphoneprofile']

	




	
api.policy_definitions.all_definition_types

	




	
class api.policy_definitions.PolicyDefinitions(session, host, port=443)

	Bases: object

vManage Policy Definitions API

Responsible for DELETE, GET, POST, PUT methods against vManage
Policy Definitions used in Centralized, Localized, and Security Policy.


	
get_definition_types(self)

	Return the definition types for this version of vManage

Args:


	Returns

	List of definition types



	Return type

	result (list)










	
delete_policy_definition(self, definition_type, definition_id)

	Delete a Policy Definition from vManage.


	Parameters

	
	definition_type (str) – The defintion type of the requested policy definition


	definition_id (str) – The defintion ID of the requested policy definition






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
add_policy_definition(self, policy_definition)

	Delete a Policy Definition from vManage.


	Parameters

	
	definition_type (str) – The defintion type of the requested policy definition


	definition_id (str) – The defintion ID of the requested policy definition






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
update_policy_definition(self, policy_definition, policy_definition_id)

	Update a Policy Definition from vManage.


	Parameters

	
	definition_type (str) – The defintion type of the requested policy definition


	definition_id (str) – The defintion ID of the requested policy definition






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_policy_definition(self, definition_type, definition_id)

	Get a Policy Definition from vManage.


	Parameters

	
	definition_type (str) – The defintion type of the requested policy definition


	definition_id (str) – The defintion ID of the requested policy definition






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_policy_definition_list(self, definition_type='all')

	Get all Policy Definition Lists from vManage.


	Parameters

	definition_type (string) – The type of Definition List to retreive



	Returns

	
	A list of all definition lists currently
	in vManage.









	Return type

	response (dict)










	
get_policy_definition_dict(self, definition_type, key_name='name', remove_key=False)

	Get all Policy Definition Lists from vManage.


	Parameters

	
	definition_type (str) – Policy definition type


	key_name (string) – The name of the attribute to use as the dictionary key


	remove_key (boolean) – Remove the search key from the element






	Returns

	All data associated with a response.



	Return type

	result (dict)

















          

      

      

    

  

    
      
          
            
  
api.policy_lists

Cisco vManage Policy Lists API Methods.




Module Contents


	
class api.policy_lists.PolicyLists(session, host, port=443)

	Bases: object

vManage Policy Lists API

Responsible for DELETE, GET, POST, PUT methods against vManage
Policy Lists used in Centralized, Localized, and Security Policy.


	
delete_data_prefix_list(self, listid)

	Delete a Data Prefix List from vManage.


	Parameters

	listid (str) – vManaged assigned list identifier



	Returns

	Results from deletion attempt.



	Return type

	response (dict)










	
get_data_prefix_list(self)

	Get all Data Prefix Lists from vManage.


	Returns

	
	A list of all data prefix lists currently
	in vManage.









	Return type

	response (dict)










	
get_policy_list_all(self)

	Get all Policy Lists from vManage.


	Returns

	
	A list of all policy lists currently
	in vManage.









	Return type

	response (dict)










	
post_data_prefix_list(self, name, entries)

	Add a new Data Prefix List to vManage.


	Parameters

	
	name (str) – name of the data prefix list


	entries (list) – a list of prefixes to add to the list






	Returns

	
	Results from attempting to add a new
	data prefix list.









	Return type

	response (dict)










	
put_data_prefix_list(self, name, listid, entries)

	Update an existing Data Prefix List on vManage.


	Parameters

	
	name (str) – name of the data prefix list


	listid (str) – vManaged assigned list identifier


	entries (list) – a list of prefixes to add to the list






	Returns

	
	Results from attempting to update an
	existing data prefix list.









	Return type

	response (dict)










	
delete_policy_list(self, listType, listId)

	Deletes the specified policy list type


	Parameters

	
	listType (str) – Policy list type


	listId (str) – ID of the policy list






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
clear_policy_list_cache(self)

	




	
get_policy_list_list(self, policy_list_type='all', cache=True)

	Get a list of policy lists


	Parameters

	
	policy_list_type (str) – Policy list type (default: all)


	cache (bool) – Use cached data






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_policy_list_dict(self, policy_list_type='all', key_name='name', remove_key=False, cache=True)

	Get a dictionary of policy lists


	Parameters

	
	policy_list_type (str) – Policy list type


	key_name (string) – The name of the attribute to use as the dictionary key


	remove_key (boolean) – Remove the search key from the element


	cache (boolean) – Use cached data






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_policy_list_by_name(self, policy_list_name, policy_list_type='all')

	Get a policy list by name


	Parameters

	
	policy_list_name (str) – Policy list name


	policy_list_type (str) – Policy list type (default: all)






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_policy_list_by_id(self, policy_list_id, policy_list_type='all')

	Get a policy list by ID


	Parameters

	
	policy_list_name (str) – Policy list ID


	policy_list_type (str) – Policy list type (default: all)






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
add_policy_list(self, policy_list)

	Add a new Policy List to vManage.


	Parameters

	policy_list (dict) – The Policy List



	Returns

	
	Results from attempting to add a new
	prefix list.









	Return type

	response (dict)










	
update_policy_list(self, policy_list)

	Update an existing Policy List on vManage.


	Parameters

	policy_list (dict) – The Policy List



	Returns

	
	Results from attempting to update an
	existing data prefix list.









	Return type

	response (dict)

















          

      

      

    

  

    
      
          
            
  
api.policy_updates

Cisco vManage Policy Lists API Methods.




Module Contents


	
class api.policy_updates.PolicyUpdates(session, host, port=443)

	Bases: object

vManage Policy Updates API

Responsible for POST and PUT methods against vManage
Policy APIs used in Centralized, Localized, and Security Policy.


	
get_device_ids(self, template_id)

	GET vSmart device ids from vManage.


	Parameters

	templateid (str) – vManaged assigned template identifier.



	Returns

	device ids list.



	Return type

	response (list)










	
get_device_inputs(self, template_id, device_ids)

	GET vSmart device inputs from vManage.


	Parameters

	
	templateid (str) – vManage assigned template identifier.


	device_ids (list) – vManage assigned device ids for vSmarts.






	Returns

	device inputs.



	Return type

	response (dict)










	
get_policy_id(self, policy_type, policy_name)

	GET vSmart device ids from vManage.


	Parameters

	
	policy_type (str) – vManage policy type i.e. approute, data, hubandspoke etc.


	policy_name (str) – policy name for user needs policy id.






	Returns

	vManage assigned policy id.



	Return type

	response (str)










	
get_policy_definition(self, policy_type, policy_id)

	GET vSmart device ids from vManage.


	Parameters

	
	policy_type (str) – vManage policy type i.e. approute, data, hubandspoke etc.


	policy_id (str) – vManage assigned policy id.






	Returns

	policy definition.



	Return type

	response (dict)










	
update_policy_definition(self, policy_type, name, policy_id, policy_def, new_color, seq_name=None)

	update policy definition


	Parameters

	
	policy_type (str) – vManage policy type i.e. approute, data, hubandspoke etc.


	policy_id (str) – vManage assigned policy id.


	policy_def (dict) – dict of data for policy updates to be done






	Returns

	policy definition.



	Return type

	response (dict)

















          

      

      

    

  

    
      
          
            
  
api.security_policy

Cisco vManage Security Policy API Methods.




Module Contents


	
class api.security_policy.SecurityPolicy(session, host, port=443)

	Bases: object

vManage Security Policy API

Responsible for DELETE, GET, POST, PUT methods against vManage
Security Policy.


	
add_security_policy(self, policy)

	Add a Security Policy from vManage.


	Parameters

	policy – The Security Policy



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
update_security_policy(self, policy, policy_id)

	Update a Security from vManage.


	Parameters

	
	policy – The Security Policy


	policy_id – The ID of the Security Policy to update






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
delete_security_policy(self, policyId)

	Deletes the specified security policy


	Parameters

	policyId (str) – ID of the active security policy



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
delete_security_definition(self, definition, definitionId)

	Deletes the specified policy definition which include:
‘zonebasedfw’,’urlfiltering’, ‘dnssecurity’,’intrusionprevention’,
‘advancedMalwareProtection’ for 18.4.0 or greater
and
‘zonebasedfw’ for


	Parameters

	
	definition (str) – One of the above policy types


	definitionId (str) – ID of the policy definitions






	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_security_policy(self)

	Obtain a list of all configured security policies


	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_security_definition(self, definition)

	Obtain a list of various security definitions which include:
‘zonebasedfw’,’urlfiltering’,’intrusionprevention’,
‘advancedMalwareProtection’, ‘dnssecurity’


	Parameters

	definition (str) – One of the above policy types



	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_security_policy_list(self)

	Get all Security Policies from vManage.


	Returns

	
	A list of all policy lists currently
	in vManage.









	Return type

	response (list)










	
get_security_policy_dict(self, key_name='policyName', remove_key=False)

	Get all Security Policies from vManage.


	Parameters

	
	key_name (str) – The name of the attribute to use as the key


	remove_key (bool) – Remove the key from the dict (default: False)






	Returns

	
	A dict of all Security Policies currently
	in vManage.









	Return type

	response (dict)

















          

      

      

    

  

    
      
          
            
  
api.settings

Cisco vManage Settings API Methods.




Module Contents


	
class api.settings.Settings(session, host, port=443)

	Bases: object

vManage Settings API

Responsible for DELETE, GET, POST, PUT methods against vManage
Settings.


	
get_vmanage_org(self)

	Get vManage organization

Args:


	Returns

	The vManage organization.



	Return type

	org (str)










	
set_vmanage_org(self, org)

	Set vManage organization


	Parameters

	org (str) – The organization name to set.



	Returns

	The result of the POST operation



	Return type

	result (dict)










	
get_vmanage_vbond(self)

	Get vBond

Args:


	Returns

	The result of the GET operation.



	Return type

	result (dict)










	
set_vmanage_vbond(self, vbond, vbond_port='12346')

	Set vBond


	Parameters

	
	vbond (str) – The vBond IP address.


	vbond_port (str) – The vBond port.






	Returns

	The result of the POST operation.



	Return type

	result (dict)










	
get_vmanage_ca_type(self)

	Get vManage CA type

Args:


	Returns

	The CA type.



	Return type

	certificateSigning (str)










	
set_vmanage_ca_type(self, ca_type)

	Set vManage CA type


	Parameters

	ca_type (str) – The CA type.



	Returns

	The result of the POST operation.



	Return type

	result (dict)










	
set_vmanage_root_cert(self, cert, timeout=20)

	Set vManage root certiticate


	Parameters

	
	cert (str) – The root certiticate.


	timeout (int) – Timeout in seconds.








Returns:






	
get_vmanage_banner(self)

	Get vManage Banner

Args:


	Returns

	The banner for vmanage.



	Return type

	bannerDetail (str)

















          

      

      

    

  

    
      
          
            
  
api.utilities

Cisco vManage Utilities API Methods.




Module Contents


	
class api.utilities.Utilities(session, host, port=443)

	Bases: object

Access to Various vManage Utilitiesinstance.

vManage has several utilities that are needed for correct execution
of applications against the API.  For example, this includes waiting
for an action to complete before moving onto the next task.


	
get_active_count(self)

	Provides number of active tasks on vManage.


	Returns

	All data associated with a response.



	Return type

	result (dict)










	
get_vmanage_version(self)

	




	
waitfor_action_completion(self, action_id)

	




	
upload_file(self, input_file)

	Upload a file to vManage.


	Parameters

	input_file (str) – The name of the file to upload.



	Returns

	The status of the file upload.



	Return type

	upload_status (str)
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  Source code for api

[docs]name = "vmanage.api"





          

      

      

    

  

    
      
          
            
  Source code for apps

[docs]name = "vmanage.apps"





          

      

      

    

  

    
      
          
            
  Source code for data

[docs]name = "vmanage.data"





          

      

      

    

  

    
      
          
            
  All modules for which code is available

	api

	api.authentication

	api.central_policy

	api.certificate

	api.cluster

	api.device

	api.device_templates

	api.feature_templates

	api.http_methods

	api.local_policy

	api.monitor_network

	api.policy_definitions

	api.policy_lists

	api.policy_updates

	api.security_policy

	api.settings

	api.utilities


	apps

	apps.clean

	apps.files


	data

	data.parse_methods

	data.policy_data

	data.template_data


	utils




          

      

      

    

  

    
      
          
            
  Source code for utils

[docs]def list_to_dict(lst, key_name, remove_key=True):
    """Convert a list of dictionaries into a dictionary of dictionaries.

    Args:
        key_name: The name of the key from the child dictionary to use to use in the parent.
        remove_key: Remove the key used for the parent dictionary from the child.


    Returns:
        result (dict): The resulting dictionary.

    """
    d = {}
    for item in lst:
        if key_name in item:
            if remove_key:
                key = item.pop(key_name)
            else:
                key = item[key_name]

            d[key] = item

    return d





          

      

      

    

  

    
      
          
            
  Source code for api.authentication

"""Cisco vManage Authentication API Methods.
"""

from __future__ import (absolute_import, division, print_function)

import requests
import urllib3
from vmanage.api.utilities import Utilities

urllib3.disable_warnings(urllib3.exceptions.InsecureRequestWarning)


[docs]class Authentication(object):
    """vManage Authentication API

    Responsible for retrieving the JSESSIONID after a username/password
    has been authenticated.  If the vManage version is >= 19.2.0 then
    the X-XSRF-TOKEN will be retrieved and added to the header.  An
    HTTP(S) Request session object will be returned.

    """
    def __init__(self, host=None, user=None, password=None, port=443, validate_certs=False, timeout=10):
        """Initialize Authentication object with session parameters.

        Args:
            host (str): hostname or IP address of vManage
            user (str): username for authentication
            password (str): password for authentication
            port (int): default HTTPS port 443
            validate_certs (bool): turn certificate validation
                on or off.
            timeout (int): how long Reqeusts will wait for a
                response from the server, default 10 seconds

        """

        self.host = host
        self.user = user
        self.password = password
        self.port = port
        self.timeout = timeout
        self.base_url = f'https://{self.host}:{self.port}/dataservice/'
        self.session = requests.Session()
        self.session.verify = validate_certs

[docs]    def login(self):
        """Executes login tasks against vManage to retrieve token(s).

        Args:
            None.

        Returns:
            self.session: a Requests session with JSESSIONID and an
            X-XSRF-TOKEN for vManage version >= 19.2.0.

        Raises:
            LoginFailure: If the username/password are incorrect.
            RequestException: If the host is not accessible.

        """

        try:
            api = 'j_security_check'
            url = f'{self.base_url}{api}'
            response = self.session.post(url=url,
                                         data={
                                             'j_username': self.user,
                                             'j_password': self.password
                                         },
                                         timeout=self.timeout)

            if (response.status_code != 200 or response.text.startswith('<html>')):
                raise ConnectionError('Login failed, check user credentials.')

            version = Utilities(self.session, self.host, self.port).get_vmanage_version()

            if version >= '19.2.0':
                api = 'client/token'
                url = f'{self.base_url}{api}'
                response = self.session.get(url=url, timeout=self.timeout)
                self.session.headers['X-XSRF-TOKEN'] = response.content

        except requests.exceptions.RequestException as e:
            raise ConnectionError(f'Could not connect to {self.host}: {e}')

        return self.session






          

      

      

    

  

    
      
          
            
  Source code for api.central_policy

"""Cisco vManage Centralized Policy API Methods.
"""
import json

from vmanage.api.http_methods import HttpMethods
from vmanage.api.policy_definitions import PolicyDefinitions
from vmanage.data.parse_methods import ParseMethods
from vmanage.utils import list_to_dict


[docs]class CentralPolicy(object):
    """vManage Central Policy API

    Responsible for DELETE, GET, POST, PUT methods against vManage
    Central Policy.

    """
    def __init__(self, session, host, port=443):
        """Initialize Centralized Policy object with session parameters.

        Args:
            session (obj): Requests Session object
            host (str): hostname or IP address of vManage
            port (int): default HTTPS 443

        """

        self.session = session
        self.host = host
        self.port = port
        self.base_url = f'https://{self.host}:{self.port}/dataservice/'
        self.policy_definitions = PolicyDefinitions(self.session, self.host)

[docs]    def activate_central_policy(self, policy_name, policy_id):
        """Activates the current active centralized policy

        Args:
            policyId (str): ID of the active centralized policy

        Returns:
            action_id (str): The Action ID from the activation.

        """

        url = f"{self.base_url}template/policy/vsmart/activate/{policy_id}?confirm=true"
        payload = {'policyName': policy_name}
        response = HttpMethods(self.session, url).request('POST', payload=json.dumps(payload))
        ParseMethods.parse_status(response)
        action_id = ParseMethods.parse_id(response)

        return action_id


[docs]    def reactivate_central_policy(self, policy_id):
        """reActivates the current active centralized policy

        Args:
            policyId (str): ID of the active centralized policy

        Returns:
            action_id (str): The Action ID from the activation.

        """

        url = f"{self.base_url}template/policy/vsmart/activate/{policy_id}?confirm=true"
        payload = {'isEdited': True}
        response = HttpMethods(self.session, url).request('POST', payload=json.dumps(payload))
        ParseMethods.parse_status(response)
        action_id = ParseMethods.parse_id(response)

        return action_id


[docs]    def deactivate_central_policy(self, policy_id):
        """Deactivates the current active centralized policy

        Args:
            policyId (str): ID of the deactive centralized policy

        Returns:
            result (str): The Action ID from the activation.

        """

        url = f"{self.base_url}template/policy/vsmart/deactivate/{policy_id}?confirm=true"
        response = HttpMethods(self.session, url).request('POST')
        ParseMethods.parse_status(response)
        if 'json' in response and 'id' in response['json']:
            return response['json']['id']

        return None


[docs]    def add_central_policy(self, policy):
        """Delete a Central Policy from vManage.

        Args:
            policy: The Central Policy

        Returns:
            result (dict): All data associated with a response.

        """
        url = f"{self.base_url}template/policy/vsmart"
        HttpMethods(self.session, url).request('POST', payload=json.dumps(policy))


[docs]    def update_central_policy(self, policy, policy_id):
        """Update a Central from vManage.

        Args:
            policy: The Central Policy
            policy_id: The ID of the Central Policy to update

        Returns:
            result (dict): All data associated with a response.

        """

        url = f"{self.base_url}template/policy/vsmart/{policy_id}"
        response = HttpMethods(self.session, url).request('PUT', payload=json.dumps(policy))
        return response


[docs]    def delete_central_policy(self, policyId):
        """Deletes the specified centralized policy

        Args:
            policyId (str): ID of the active centralized policy
        Returns:
            result (dict): All data associated with a response.

        """

        api = f"template/policy/vsmart/{policyId}"
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('DELETE')
        result = ParseMethods.parse_status(response)
        return result


[docs]    def get_central_policy(self):
        """Obtain a list of all configured central policies

        Returns:
            result (dict): All data associated with a response.

        """

        url = f"{self.base_url}template/policy/vsmart"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_central_policy_list(self):
        """Get all Central Policies from vManage.

        Returns:
            response (list): A list of all policy lists currently
                in vManage.

        """

        central_policy_list = self.get_central_policy()
        # We need to convert the policy definitions from JSON
        for policy in central_policy_list:
            try:
                json_policy = json.loads(policy['policyDefinition'])
                policy['policyDefinition'] = json_policy
            except Exception:  # TODO: figuring out better exception type to catch
                pass
        return central_policy_list


[docs]    def get_central_policy_dict(self, key_name='policyName', remove_key=False):
        """Get all Central Policies from vManage.

        Args:
            key_name (str): The name of the attribute to use as the key
            remove_key (bool): Remove the key from the dict (default: False)

        Returns:
            response (dict): A dict of all Central Policies currently
                in vManage.

        """

        central_policy_list = self.get_central_policy_list()

        return list_to_dict(central_policy_list, key_name, remove_key=remove_key)






          

      

      

    

  

    
      
          
            
  Source code for api.certificate

"""Cisco vManage Certificate API Methods.
"""

import json
from vmanage.api.http_methods import HttpMethods
from vmanage.data.parse_methods import ParseMethods
from vmanage.api.utilities import Utilities


[docs]class Certificate(object):
    """vManage Certificate API

    Responsible for DELETE, GET, POST, PUT methods against vManage
    Certificates.

    """
    def __init__(self, session, host, port=443):
        """Initialize Device Inventory object with session parameters.

        Args:
            session (obj): Requests Session object
            host (str): hostname or IP address of vManage
            port (int): default HTTPS 443

        """

        self.session = session
        self.host = host
        self.port = port
        self.base_url = f'https://{self.host}:{self.port}/dataservice/certificate/'

[docs]    def generate_csr(self, device_ip):
        """Generate CSR for device

        Args:
            device_ip (str): IP address of device.

        Returns:
            deviceCSR (str): The CSR for the device.
        """

        payload = {"deviceIP": device_ip}
        url = f"{self.base_url}generate/csr"
        response = HttpMethods(self.session, url).request('POST', payload=json.dumps(payload))
        result = ParseMethods.parse_data(response)
        return result[0]['deviceCSR']


[docs]    def install_device_cert(self, cert):
        """Install signed cert on vManage

        Args:
            cert (str): The certificate to install.

        Returns:
            id (str): The action ID of the install command.
        """

        url = f"{self.base_url}install/signedCert"
        response = HttpMethods(self.session, url).request('POST', payload=cert)
        utilities = Utilities(self.session, self.host)
        action_id = ParseMethods.parse_id(response)
        utilities.waitfor_action_completion(action_id)

        return action_id


[docs]    def push_certificates(self):
        """Push certificates to all controllers

        Returns:
            id (str): The action ID of the push command.
        """

        url = f"{self.base_url}vedge/list?action=push"
        response = HttpMethods(self.session, url).request('POST', payload={})
        utilities = Utilities(self.session, self.host)
        action_id = ParseMethods.parse_id(response)
        utilities.waitfor_action_completion(action_id)

        return action_id


[docs]    def get_vmanage_root_cert(self):
        """Get vManage root certificate

        Args:

        Returns:
            rootcertificate (str): The root certificate.
        """

        url = f"{self.base_url}rootcertificate"
        response = HttpMethods(self.session, url).request('GET')
        try:
            return response['json']['rootcertificate']
        except:
            raise Exception('Error retrieving root certificate')






          

      

      

    

  

    
      
          
            
  Source code for api.cluster

"""Cisco vManage Cluster API Methods.
"""

from vmanage.api.http_methods import HttpMethods
from vmanage.data.parse_methods import ParseMethods


[docs]class Cluster(object):
    """vManage Cluster API

    Responsible for DELETE, GET, POST, PUT methods against vManage
    Cluster.

    """
    def __init__(self, session, host, port=443):
        """Initialize Cluster object with session parameters.

        Args:
            session (obj): Requests Session object
            host (str): hostname or IP address of vManage
            port (int): default HTTPS 443

        """

        self.session = session
        self.host = host
        self.port = port
        self.base_url = f'https://{self.host}:{self.port}/dataservice/'

[docs]    def get_cluster_connected_devices_list(self, vmanage_cluster_ip):
        """Obtain vManage cluster connected devices

        Args:
            vmanage_cluster_ip (str): vManage cluster interface IP address

        Returns:
            result (list): All data associated with a response.
        """

        url = f"{self.base_url}clusterManagement/connectedDevices/{vmanage_cluster_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_cluster_health_details_list(self):
        """Obtain vManage cluster health details

        Args:
            None (None):

        Returns:
            result (list): All data associated with a response.
        """

        url = f"{self.base_url}clusterManagement/health/details"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_cluster_health_status_list(self):
        """Obtain vManage cluster health status

        Args:
            None (None):

        Returns:
            result (list): All data associated with a response.
        """

        url = f"{self.base_url}clusterManagement/health/status"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_cluster_list(self):
        """Obtain vManage cluster list

        Args:
            None (None):

        Returns:
            result (list): All data associated with a response.
        """

        url = f"{self.base_url}clusterManagement/list"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_cluster_ip_addresses_dict(self):
        """Obtain vManage cluster IP addresses

        Args:
            None (None):

        Returns:
            result (dict): All data associated with a response.
        """

        result = {}
        vmanages = self.get_cluster_list()
        for vmanage in vmanages[0]['data']:
            vmanage_id = vmanage['vmanageID']
            url = f"{self.base_url}clusterManagement/iplist/{vmanage_id}"
            response = HttpMethods(self.session, url).request('GET')
            # result = ParseMethods.parse_data(response)
            result[vmanage_id] = response['json']
        return result


[docs]    def get_cluster_ready_state(self):
        """Obtain vManage cluster ready state

        Args:
            None (None):

        Returns:
            result (bool): All data associated with a response.
        """

        url = f"{self.base_url}clusterManagement/isready"
        response = HttpMethods(self.session, url).request('GET')
        result = response['json']['isReady']
        # result = ParseMethods.parse_data(response)
        return result


[docs]    def get_cluster_node_properties(self):
        """Obtain connected vManage cluster node properties

        Args:
            None (None):

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}clusterManagement/nodeProperties"
        response = HttpMethods(self.session, url).request('GET')
        result = response['json']
        # result = ParseMethods.parse_data(response)
        return result


[docs]    def get_cluster_tenancy_mode(self):
        """Obtain vManage cluster tenancy mode

        Args:
            None (None):

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}clusterManagement/tenancy/mode"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_cluster_vmanage_details_list(self, vmanage_cluster_ip):
        """Obtain vManage cluster specific vManage details using cluster interface IP

        Args:
            vmanage_cluster_ip (str): vManage cluster interface IP address

        Returns:
            result (list): All data associated with a response.
        """

        url = f"{self.base_url}clusterManagement/vManage/details/{vmanage_cluster_ip}"
        response = HttpMethods(self.session, url).request('GET', timeout=30)
        result = ParseMethods.parse_data(response)
        return result






          

      

      

    

  

    
      
          
            
  Source code for api.device

"""Cisco vManage Device Inventory API Methods.
"""

from vmanage.api.http_methods import HttpMethods
from vmanage.data.parse_methods import ParseMethods
from vmanage.utils import list_to_dict


[docs]class Device(object):
    """vManage Device Inventory API

    Responsible for DELETE, GET, POST, PUT methods against vManage
    Device Inventory.

    """
    def __init__(self, session, host, port=443):
        """Initialize Device Inventory object with session parameters.

        Args:
            session (obj): Requests Session object
            host (str): hostname or IP address of vManage
            port (int): default HTTPS 443

        """

        self.session = session
        self.host = host
        self.port = port
        self.base_url = f'https://{self.host}:{self.port}/dataservice/'

[docs]    def get_device_list(self, category):
        """Obtain a list of specified device type

        Args:
            category (str): vedges or controllers

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}system/device/{category}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def post_device_cli_mode(self, deviceId, deviceType):
        """Update a device to CLI mode

        Args:
            deviceId (str): uuid for device object
            deviceType (str): vedge or controller

        """

        url = f"{self.base_url}template/config/device/mode/cli"
        devices = f"{{'deviceId':'{deviceId}'}}"
        payload = f"{{'deviceType':'{deviceType}','devices':[{devices}]}}"
        response = HttpMethods(self.session, url).request('POST', payload=payload)
        result = ParseMethods.parse_status(response)
        return result


[docs]    def get_device_status_list(self):
        """Obtain a list of specified device type

        Args: None

        Returns:
            result (list): Device status
        """

        api = f"device/"
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_device_status_dict(self, key_name='host-name', remove_key=False):
        """Obtain a dict of specified device type

        Args:
            category (str): vedges or controllers

        Returns:
            result (dict): Device status
        """

        result = self.get_device_status_list()

        return list_to_dict(result.json, key_name=key_name, remove_key=remove_key)


[docs]    def get_device_status(self, value, key='system-ip'):
        """Get the status of a specific device

        Args:
            value string: The value of the key to match
            key (string): The key on which to match (e.g. system-ip)

        Returns:
            result (dict): Device status
        """

        url = f"{self.base_url}device?{key}={value}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)

        if len(result):
            return result[0]

        return {}


[docs]    def get_device_config(self, device_type, value, key='system-ip'):
        """Get the config of a specific device

        Args:
            value string: The value of the key to match
            key (string): The key on which to match (e.g. system-ip)

        Returns:
            result (dict): Device config
        """

        url = f"{self.base_url}system/device/{device_type}?{key}={value}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)

        if len(result):
            return result[0]

        return {}


[docs]    def get_device_config_list(self, device_type):
        """Get the config status of a list of devices.  When 'all' is specified, it concatenats
            the vedges and controller together to provide a single method to retrieve status
            in the same way as get_device_status_list.

        Args:
            device_type (str): 'vedges', 'controllers', or 'all'

        Returns:
            result (list): All data associated with a response.
        """

        if device_type.lower() == 'all':
            # Get vedges
            url = f"{self.base_url}system/device/vedges"
            response = HttpMethods(self.session, url).request('GET')
            vedge_results = ParseMethods.parse_data(response)

            #Get controllers
            url = f"{self.base_url}system/device/controllers"
            response = HttpMethods(self.session, url).request('GET')
            result = ParseMethods.parse_data(response)
            controller_results = ParseMethods.parse_data(response)

            return controller_results + vedge_results

        url = f"{self.base_url}system/device/{device_type}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)

        return result


[docs]    def get_device_config_dict(self, device_type, key_name='host-name', remove_key=False):
        """Get the config status of a list of devices as a dictionary

        Args:
            device_type (str): vedge or controller
            key_name (string): The name of the attribute to use as the dictionary key
            remove_key (boolean): remove the search key from the element

        Returns:
            result (dict): All data associated with a response.

        """
        device_list = self.get_device_config_list(device_type)

        return list_to_dict(device_list, key_name=key_name, remove_key=remove_key)


[docs]    def get_device_data(self, path, device_ip):
        """Get the data from a device

        Args:
            path (str): The path of the data
            device_ip (str): The IP address of the device

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/{path}?deviceId={device_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def put_device_decommission(self, device_id):
        """Decommission a device

        Args:
            device_id (str): uuid for device object

        Returns:
            result (list): Device status        
        """

        url = f"{self.base_url}system/device/decommission/{device_id}"
        response = HttpMethods(self.session, url).request('PUT')
        result = ParseMethods.parse_status(response)
        return result


[docs]    def post_device(self, device_ip, personality, username, password):
        """Add control plane device

        Args:
            device_ip (str): device interface IP
            personality (str): controller type (vmanage, vsmart, vbond)
            username (str): device username
            password (str): device password

        Returns:
            result (list): Device status        
        """
        url = f"{self.base_url}system/device"
        payload = f"{{'deviceIP':'{device_ip}','username':'{username}','password':'{password}','personality':'{personality}','generateCSR':'false'}}"
        response = HttpMethods(self.session, url).request('POST', payload=payload,timeout=35)
        result = ParseMethods.parse_status(response)
        return result

 
[docs]    def post_reset_interface(self, device_ip, vpn_id, ifname):
        """Reset an Interface
        Args:
            device_ip (str): device IP for device object
            vpn_id (int): VPN Id for Interface
            ifname (str): Interface name to reset
            
        Returns:
            result (int): HTTP response status 
        """

        url = f"{self.base_url}device/tools/reset/interface/{device_ip}"
        payload = f"{{'vpnId':'{vpn_id}','ifname':'{ifname}'}}"
        response = HttpMethods(self.session, url).request('POST', payload=payload)
        result = ParseMethods.parse_status(response)
        return result






          

      

      

    

  

    
      
          
            
  Source code for api.device_templates

"""Cisco vManage Device Templates API Methods.
"""

import json
import re
from vmanage.api.feature_templates import FeatureTemplates
from vmanage.api.http_methods import HttpMethods
from vmanage.data.parse_methods import ParseMethods
from vmanage.utils import list_to_dict
from vmanage.api.utilities import Utilities


[docs]class DeviceTemplates(object):
    """vManage Device Templates API

    Responsible for DELETE, GET, POST, PUT methods against vManage
    Device Templates.

    """
    def __init__(self, session, host, port=443):
        """Initialize Device Templates object with session parameters.

        Args:
            session (obj): Requests Session object
            host (str): hostname or IP address of vManage
            port (int): default HTTPS 443

        """

        self.session = session
        self.host = host
        self.port = port
        self.base_url = f'https://{self.host}:{self.port}/dataservice/'
        self.feature_templates = FeatureTemplates(self.session, self.host, self.port)

[docs]    def delete_device_template(self, templateId):
        """Obtain a list of all configured device templates.

        Args:
            templateId (str): Object ID for device template

        Returns:
            result (dict): All data associated with a response.

        """

        api = f"template/device/{templateId}"
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('DELETE')
        result = ParseMethods.parse_status(response)
        return result


[docs]    def get_device_templates(self):
        """Obtain a list of all configured device templates.

        Returns:
            result (dict): All data associated with a response.

        """

        api = "template/device"
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


    #
    # Templates
    #
[docs]    def get_device_template_object(self, template_id):
        """Obtain a device template object.

        Args:
            template_id (str): Object ID for device template

        Returns:
            result (dict): All data associated with a response.
        """

        api = f"template/device/object/{template_id}"
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('GET')
        if 'json' in response:
            return response['json']

        return {}


[docs]    def get_device_template_list(self, factory_default=False, name_list=None):
        """Get the list of device templates.

        Args:
            factory_default (bool): Include factory default
            name_list (list of strings): A list of template names to retreive.

        Returns:
            result (dict): All data associated with a response.
        """
        if name_list is None:
            name_list = []
        device_templates = self.get_device_templates()
        return_list = []

        #pylint: disable=too-many-nested-blocks
        for device in device_templates:
            # If there is a list of template name, only return the ones asked for.
            # Otherwise, return them all
            if name_list and device['templateName'] not in name_list:
                continue
            obj = self.get_device_template_object(device['templateId'])
            if obj:
                if not factory_default and obj['factoryDefault']:
                    continue
                obj['templateId'] = device['templateId']

                # obj['attached_devices'] = self.get_template_attachments(device['templateId'])
                # obj['input'] = self.get_template_input(device['templateId'])
                return_list.append(obj)
        return return_list


[docs]    def get_device_template_dict(self, factory_default=False, key_name='templateName', remove_key=True, name_list=None):
        """Obtain a dictionary of all configured device templates.


        Args:
            factory_default (bool): Wheter to return factory default templates
            key_name (string): The name of the attribute to use as the dictionary key
            remove_key (boolean): remove the search key from the element
            name_list (list of strings): A list of template names to retreive.

        Returns:
            result (dict): All data associated with a response.

        """
        if name_list is None:
            name_list = []
        device_template_list = self.get_device_template_list(factory_default=factory_default, name_list=name_list)

        return list_to_dict(device_template_list, key_name, remove_key)


[docs]    def get_template_attachments(self, template_id, key='host-name'):
        """Get the devices that a template is attached to.

        Args:
            template_id (string): Template ID
            key (string): The key of the device to put in the list (default: host-name)

        Returns:
            result (list): List of keys.

        """
        url = f"{self.base_url}template/device/config/attached/{template_id}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)

        attached_devices = []
        for device in result:
            attached_devices.append(device[key])

        return attached_devices


[docs]    def get_template_input(self, template_id, device_id_list=None):
        """Get the input associated with a device attachment.

        Args:
            template_id (string): Template ID
            device_id_list (list): list of device UUID's to get input for

        Returns:
            result (dict): All data associated with a response.

        """

        if device_id_list:
            deviceIds = device_id_list
        else:
            deviceIds = []
        payload = {"deviceIds": deviceIds, "isEdited": False, "isMasterEdited": False, "templateId": template_id}
        return_dict = {"columns": [], "data": []}

        url = f"{self.base_url}template/device/config/input"
        response = HttpMethods(self.session, url).request('POST', payload=json.dumps(payload))

        if 'json' in response:
            if 'header' in response['json'] and 'columns' in response['json']['header']:
                column_list = response['json']['header']['columns']

                regex = re.compile(r'\((?P<variable>[^(]+)\)')

                for column in column_list:
                    if column['editable']:
                        match = regex.search(column['title'])
                        if match:
                            variable = match.groups('variable')[0]
                        else:
                            # If the variable is not found, use toolTip as variable name
                            variable = column.get("toolTip")

                        entry = {'title': column['title'], 'property': column['property'], 'variable': variable}
                        return_dict['columns'].append(entry)
            if 'data' in response['json'] and response['json']['data']:
                return_dict['data'] = response['json']['data']

        return return_dict


[docs]    def add_device_template(self, device_template):
        """Add a single device template to Vmanage.

        Args:
            device_template (dict): Device Template

        Returns:
            result (list): Response from Vmanage

        """
        payload = {
            'templateName': device_template['templateName'],
            'templateDescription': device_template['templateDescription'],
            'deviceType': device_template['deviceType'],
            'factoryDefault': device_template['factoryDefault'],
            'configType': device_template['configType'],
            'featureTemplateUidRange': []
        }
        if 'policyId' in device_template:
            payload['policyId'] = device_template['policyId']
        else:
            payload['policyId'] = ''
        if 'securityPolicyId' in device_template:
            payload['securityPolicyId'] = device_template['securityPolicyId']
        else:
            payload['securityPolicyId'] = ''

        #
        # File templates are much easier in that they are just a bunch of CLI
        #
        if device_template['configType'] == 'file':
            payload['templateConfiguration'] = device_template['templateConfiguration']
            url = f"{self.base_url}template/device/cli"
            response = HttpMethods(self.session, url).request('POST', payload=json.dumps(payload))
        #
        # Feature based templates are just a list of templates Id that make up a devie template.  We are
        # given the name of the feature templates, but we need to translate that to the template ID
        #
        else:
            payload['generalTemplates'] = device_template['generalTemplates']
            url = f"{self.base_url}template/device/feature"
            response = HttpMethods(self.session, url).request('POST', payload=json.dumps(payload))
        return response


[docs]    def update_device_template(self, device_template):
        """Update a single device template to Vmanage.

        Args:
            device_template (dict): Device Template

        Returns:
            result (list): Response from Vmanage

        """
        #
        # File templates are much easier in that they are just a bunch of CLI
        #
        # I'm not sure where this api call was found, but I can't find it in any doc and it doesn't currently work
        # if device_template['configType'] == 'file':
        #     url = f"{self.base_url}template/device/cli/{device_template['templateId']}"
        #     response = HttpMethods(self.session, url).request('PUT', payload=json.dumps(device_template))
        #     ParseMethods.parse_data(response)
        #
        # Feature based templates are just a list of templates Id that make up a device template.  We are
        # given the name of the feature templates, but we need to translate that to the template ID
        #
        #else:
        url = f"{self.base_url}template/device/{device_template['templateId']}"
        response = HttpMethods(self.session, url).request('PUT', payload=json.dumps(device_template))
        ParseMethods.parse_data(response)
        return response


[docs]    def reattach_device_template(self, template_id, config_type, is_edited=True, is_master_edited=True):
        """Re-Attach a template to the devices it it attached to.

        Args:
            template_id (str): The template ID to attach to
            config_type (str): Type of template i.e. device or CLI template
            is_edited (bool): True if the template has been edited
            is_master_edited (bool): For CLI device template needs to match is_edited.
                    For device templates using feature templates needs to be set to False.

        Returns:
            action_id (str): Returns the action id of the attachment

        """
        device_list = self.get_template_attachments(template_id, key='uuid')
        template_input = self.get_template_input(template_id, device_list)

        # Then we feed that to the attach
        if 'data' in template_input and template_input['data']:
            payload = {
                "deviceTemplateList": [{
                    "templateId": template_id,
                    "device": template_input['data'],
                    "isEdited": is_edited,
                    "isMasterEdited": is_master_edited
                }]
            }
            if config_type == 'file':
                url = f"{self.base_url}template/device/config/attachcli"
            elif config_type == 'template':
                url = f"{self.base_url}template/device/config/attachfeature"
            else:
                raise RuntimeError('Got invalid Config Type')

            utils = Utilities(self.session, self.host, self.port)
            response = HttpMethods(self.session, url).request('POST', payload=json.dumps(payload))
            action_id = ParseMethods.parse_id(response)
            utils.waitfor_action_completion(action_id)
        else:
            raise RuntimeError(f"Could not retrieve input for template {template_id}")
        return action_id


[docs]    def attach_to_template(self, template_id, config_type, uuid):
        """Attach and device to a template

        Args:
            template_id (str): The template ID to attach to
            config_type (str): Type of template i.e. device or CLI template
            uuid (dict): The UUIDs of the device to attach and mapping for corresponding variables, system-ip, host-name

        Returns:
            action_id (str): Returns the action id of the attachment

        """
        # Construct the variable payload

        device_template_var_list = list()
        template_variables = self.get_template_input(template_id)

        for device_uuid in uuid:

            device_template_variables = {
                "csv-status": "complete",
                "csv-deviceId": device_uuid,
                "csv-deviceIP": uuid[device_uuid]['system_ip'],
                "csv-host-name": uuid[device_uuid]['host_name'],
                '//system/host-name': uuid[device_uuid]['host_name'],
                '//system/system-ip': uuid[device_uuid]['system_ip'],
                '//system/site-id': uuid[device_uuid]['site_id'],
            }

            # Make sure they passed in the required variables and map
            # variable name -> property mapping

            for entry in template_variables['columns']:
                if entry['variable']:
                    if entry['variable'] in uuid[device_uuid]['variables']:
                        device_template_variables[entry['property']] = uuid[device_uuid]['variables'][entry['variable']]
                    else:
                        raise RuntimeError(
                            f"{entry['variable']} is missing for template {uuid[device_uuid]['host_name']}")

            device_template_var_list.append(device_template_variables)

        payload = {
            "deviceTemplateList": [{
                "templateId": template_id,
                "device": device_template_var_list,
                "isEdited": False,
                "isMasterEdited": False
            }]
        }

        if config_type == 'file':
            url = f"{self.base_url}template/device/config/attachcli"
        elif config_type == 'template':
            url = f"{self.base_url}template/device/config/attachfeature"
        else:
            raise RuntimeError('Got invalid Config Type')

        utils = Utilities(self.session, self.host, self.port)
        response = HttpMethods(self.session, url).request('POST', payload=json.dumps(payload))
        action_id = ParseMethods.parse_id(response)
        utils.waitfor_action_completion(action_id)

        return action_id


[docs]    def detach_from_template(self, uuid, device_ip, device_type):
        """Detach a device from a template (i.e. Put in CLI mode)

        Args:
            uuid (str): The UUID of the device to detach
            device_ip (str): The System IP of the system to detach
            device_type (str): The device type of the device to detach

        Returns:
            action_id (str): Returns the action id of the attachment

        """
        payload = {
            "deviceType": device_type,
            "devices": [{
                "deviceId": uuid,
                "deviceIP": device_ip,
            }]
        }
        url = f"{self.base_url}template/config/device/mode/cli"
        response = HttpMethods(self.session, url).request('POST', payload=json.dumps(payload))
        ParseMethods.parse_status(response)
        action_id = ParseMethods.parse_id(response)

        return action_id


[docs]    def get_attachments(self, template_id, key='host-name'):
        """Get a list of attachments to a particular template.

        Args:
            template_id (str): Template ID of the template
            key (str): The key of the elements to return

        Returns:
            result (list): Returns the specified key of the attached devices.

        """
        url = f"{self.base_url}template/device/config/attached/{template_id}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)

        attached_devices = []
        for device in result:
            attached_devices.append(device[key])

        return attached_devices


[docs]    def get_device_running_config(self, uuid):
        """
        Get the running configuration of a specific device.

        Args:
            uuid (str): UUID of device
        Returns:
            result (str): The running configuration of the specified device.
        """
        url = f"{self.base_url}template/config/running/{uuid}"
        response = HttpMethods(self.session, url).request('GET')
        return ParseMethods.parse_config(response)


[docs]    def reattach_multi_device_templates(self, template_ids):
        """Re-Attach a template to the devices it it attached to.

        Args:
            template_id (str): The template ID to attach to
            config_type (str): Type of template i.e. device or CLI template
            is_edited (bool): True if the template has been edited
            is_master_edited (bool): For CLI device template needs to match is_edited.
                    For device templates using feature templates needs to be set to False.

        Returns:
            action_id (str): Returns the action id of the attachment

        """

        payload = self.get_multi_attach_payload(template_ids)

        if payload['deviceTemplateList'][0]['device']:
            url = f"{self.base_url}template/device/config/attachfeature"

            utils = Utilities(self.session, self.host, self.port)
            response = HttpMethods(self.session, url).request('POST', payload=json.dumps(payload))
            action_id = ParseMethods.parse_id(response)
            utils.waitfor_action_completion(action_id)
        else:
            raise RuntimeError(f"Could not retrieve input for template {template_ids}")
        return action_id


[docs]    def get_multi_attach_payload(self, template_ids):

        return_dict = {"deviceTemplateList": []}
        i = 0
        for template_id in template_ids:
            return_dict['deviceTemplateList'].append({
                "templateId": template_id,
                "device": [],
                "isEdited": True,
                "isMasterEdited": False
            })
            url = f"{self.base_url}template/device/config/attached/{template_id}"
            attach_resp = HttpMethods(self.session, url).request('GET')
            device_list = attach_resp['json']['data']
            for device in device_list:
                payload = {
                    "templateId": template_id,
                    "deviceIds": [device['uuid']],
                    "isEdited": False,
                    "isMasterEdited": False
                }
                url = f"{self.base_url}template/device/config/input"
                input_resp = HttpMethods(self.session, url).request('POST', payload=json.dumps(payload))
                return_dict['deviceTemplateList'][i]['device'].append(input_resp['json']['data'][0])
            i += 1

        return return_dict






          

      

      

    

  

    
      
          
            
  Source code for api.feature_templates

"""Cisco vManage Feature Templates API Methods.
"""

import json

from vmanage.api.http_methods import HttpMethods
from vmanage.data.parse_methods import ParseMethods
from vmanage.utils import list_to_dict


[docs]class FeatureTemplates(object):
    """vManage Feature Templates API

    Responsible for DELETE, GET, POST, PUT methods against vManage
    Feature Templates.

    """
    def __init__(self, session, host, port=443):
        """Initialize Feature Templates object with session parameters.

        Args:
            session (obj): Requests Session object
            host (str): hostname or IP address of vManage
            port (int): default HTTPS 443

        """

        self.session = session
        self.host = host
        self.port = port
        self.base_url = f'https://{self.host}:{self.port}/dataservice/'

[docs]    def delete_feature_template(self, templateId):
        """Obtain a list of all configured feature templates.

        Args:
            templateId (str): Object ID for feature template

        Returns:
            result (dict): All data associated with a response.

        """

        api = f"template/feature/{templateId}"
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('DELETE')
        result = ParseMethods.parse_status(response)
        return result


[docs]    def get_feature_templates(self):
        """Obtain a list of all configured feature templates.

        Returns:
            result (dict): All data associated with a response.

        """

        api = "template/feature"
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def add_feature_template(self, feature_template):
        """Add a feature template to Vmanage.


        Args:
            feature_template (dict): Feature Template

        Returns:
            result (list): Response from Vmanage

        """
        payload = {
            'templateName': feature_template['templateName'],
            'templateDescription': feature_template['templateDescription'],
            'deviceType': feature_template['deviceType'],
            'templateDefinition': feature_template['templateDefinition'],
            'templateType': feature_template['templateType'],
            'templateMinVersion': feature_template['templateMinVersion'],
            'factoryDefault': feature_template['factoryDefault'],
            'configType': feature_template['configType'],
            # 'feature': feature_template['feature'],
        }
        api = "template/feature"
        url = self.base_url + api
        return HttpMethods(self.session, url).request('POST', payload=json.dumps(payload))


[docs]    def update_feature_template(self, feature_template):
        """Update a feature template on Vmanage.


        Args:
            feature_template (dict): Feature Template

        Returns:
            result (list): Response from Vmanage

        """
        url = f"{self.base_url}template/feature/{feature_template['templateId']}"
        response = HttpMethods(self.session, url).request('PUT', payload=json.dumps(feature_template))
        return response


[docs]    def get_feature_template_list(self, factory_default=False, name_list=None):
        """Obtain a list of all configured feature templates.


        Args:
            factory_default (bool): Whether to return factory default templates
            name_list (list of strings): A list of the template names to return

        Returns:
            result (dict): All data associated with a response.

        """
        if name_list is None:
            name_list = []
        feature_templates = self.get_feature_templates()

        return_list = []
        for template in feature_templates:
            if not factory_default and template['factoryDefault']:
                continue
            if name_list and template['templateName'] not in name_list:
                continue
            template['templateDefinition'] = json.loads(template['templateDefinition'])
            template.pop('editedTemplateDefinition', None)
            return_list.append(template)

        return return_list


[docs]    def get_feature_template_dict(self,
                                  factory_default=False,
                                  key_name='templateName',
                                  remove_key=True,
                                  name_list=None):
        """Obtain a dictionary of all configured feature templates.


        Args:
            factory_default (bool): Whether to return factory default templates
            key_name (string): The name of the attribute to use as the dictionary key
            remove_key (boolean): Remove the search key from the element
            name_list (list of strings): A list of the template names to return

        Returns:
            result (dict): All data associated with a response.

        """
        if name_list is None:
            name_list = []
        feature_template_list = self.get_feature_template_list(factory_default=factory_default, name_list=name_list)

        return list_to_dict(feature_template_list, key_name, remove_key)


[docs]    def get_device_templates_for_feature(self, templateId):
        """Obtain a list of device templates for given feature template


        Args:
           templateId: (str)  Feature template ID to find device templates for

        Returns:
            result (dict): All data associated with a response.

        """
        url = f"{self.base_url}template/feature/devicetemplates/{templateId}"
        response = HttpMethods(self.session, url).request('GET')
        return ParseMethods.parse_data(response)






          

      

      

    

  

    
      
          
            
  Source code for api.http_methods

import json

import requests

[docs]STANDARD_HEADERS = {'Connection': 'keep-alive', 'Content-Type': 'application/json'}

[docs]STANDARD_TIMEOUT = 10

[docs]VALID_STATUS_CODES = [200, 201, 202, 203, 204, 205, 206, 207, 208, 226]



[docs]class HttpMethods(object):
    """HTTP Methods for vManage API Interaction

    Provides a consistent interaction with the vManage REST API.  Contains
    error handling for common HTTP interaction issues.

    """
    def __init__(self, session, url):
        """Initialize HttpMethods object with session parameters.

        Args:
            session (obj): Requests Session object
            url (str): URL of the API service being called

        """

        self.session = session
        self.url = url

[docs]    def request(self, method, headers=None, payload=None, files=None, timeout=STANDARD_TIMEOUT):
        """Performs HTTP REST API Call.

        Args:
            method (str): DELETE, GET, POST, PUT
            headers (dict): Use standard vManage header provided in
                module or custom header for specific API interaction
            payload (str): A formatted string to be delivered to
                vManage via POST or PUT REST call
            file (obj): A file to be sent to vManage

        Returns:
            result (dict): A parsable dictionary containing the full
                response from vManage for an interaction

        Raises:
            JSONDecodeError: Payload format error.
            ConnectionError: Connection error.
            HTTPError: An HTTP error occurred.
            URLRequired: A valid URL is required to make a request.
            TooManyRedirects: Too many redirects.
            Timeout: The request timed out.
            RequestException: There was an ambiguous exception.

        """

        if headers is None:
            headers = STANDARD_HEADERS
        result = {}
        error = None
        data = None
        details = None
        result_json = None

        if payload:
            if isinstance(payload, str):
                data = payload.replace("\'", "\"")
            else:
                data = payload

        if files:
            headers = None

        try:
            response = self.session.request(method, self.url, headers=headers, files=files, data=data, timeout=timeout)

        except requests.exceptions.ConnectionError as e:
            raise Exception(f'Connection error to {self.url}: {e}')
        except requests.exceptions.HTTPError as e:
            raise Exception(f'An HTTP error occurred: {e}')
        except requests.exceptions.URLRequired as e:
            raise Exception(f'A valid URL is required to make a request: {e}')
        except requests.exceptions.TooManyRedirects as e:
            raise Exception(f'Too many redirects: {e}')
        except requests.exceptions.Timeout as e:
            raise Exception(f'The request timed out: {e}')
        except requests.exceptions.RequestException as e:
            raise Exception(f'There was an ambiguous exception: {e}')

        if response.text:
            try:
                result_json = json.loads(response.text)
            except json.JSONDecodeError as e:
                raise Exception(f'Payload format error: {e}')

        result = {
            'status_code': response.status_code,
            'status': requests.status_codes._codes[response.status_code][0],  #pylint: disable=protected-access
            'details': details,
            'error': error,
            'json': result_json,
            'response': response,
        }

        if response.status_code not in VALID_STATUS_CODES:
            if result_json and 'error' in result_json:
                details = result_json['error']['details']
                error = result_json['error']['message']
                raise Exception(f"{self.url}: Error {result['status_code']} ({result['status']}) - {error}: {details}")
            else:
                raise Exception(f"{self.url}: Error {result['status_code']} ({result['status']})")

        return result






          

      

      

    

  

    
      
          
            
  Source code for api.local_policy

"""Cisco vManage Localized Policy API Methods.
"""

import json

from vmanage.api.http_methods import HttpMethods
from vmanage.data.parse_methods import ParseMethods
from vmanage.api.policy_definitions import PolicyDefinitions
from vmanage.utils import list_to_dict


[docs]class LocalPolicy(object):
    """vManage Local Policy API

    Responsible for DELETE, GET, POST, PUT methods against vManage
    Local Policy.

    """
    def __init__(self, session, host, port=443):
        """Initialize Localized Policy object with session parameters.

        Args:
            session (obj): Requests Session object
            host (str): hostname or IP address of vManage
            port (int): default HTTPS 443

        """

        self.session = session
        self.host = host
        self.port = port
        self.base_url = f'https://{self.host}:{self.port}/dataservice/'
        self.policy_definitions = PolicyDefinitions(self.session, self.host)

    # Need to decide where this goes

[docs]    def add_local_policy(self, policy):
        """Delete a Central Policy from vManage.

        Args:
            policy: The Central Policy

        Returns:
            result (dict): All data associated with a response.

        """

        url = f"{self.base_url}template/policy/vedge"
        HttpMethods(self.session, url).request('POST', payload=json.dumps(policy))


[docs]    def update_local_policy(self, policy, policy_id):
        """Update a Central from vManage.

        Args:
            policy: The Central Policy
            policy_id: The ID of the Central Policy to update

        Returns:
            result (dict): All data associated with a response.

        """

        url = f"{self.base_url}template/policy/vedge/{policy_id}"
        response = HttpMethods(self.session, url).request('PUT', payload=json.dumps(policy))
        return response


[docs]    def delete_local_policy(self, policy_id):
        """Deletes the specified local policy

        Args:
            policyId (str): ID of the active local policy
        Returns:
            result (dict): All data associated with a response.

        """

        url = f"{self.base_url}template/policy/vedge/{policy_id}"
        response = HttpMethods(self.session, url).request('DELETE')
        result = ParseMethods.parse_status(response)
        return result


[docs]    def get_local_policy(self):
        """Obtain a list of all configured local policies

        Returns:
            result (dict): All data associated with a response.

        """

        url = f"{self.base_url}template/policy/vedge"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_local_policy_list(self):
        """Get all Central Policies from vManage.

        Returns:
            response (dict): A list of all policy lists currently
                in vManage.

        """

        local_policy_list = self.get_local_policy()
        for policy in local_policy_list:
            # This is to accommodate CLI policy
            try:
                json_policy = json.loads(policy['policyDefinition'])
                policy['policyDefinition'] = json_policy
            except Exception:
                pass
        return local_policy_list


[docs]    def get_local_policy_dict(self, key_name='policyName', remove_key=False):
        """Get all Local Policies from vManage.

        Args:
            key_name (str): The name of the attribute to use as the key
            remove_key (bool): Remove the key from the dict (default: False)

        Returns:
            response (dict): A dict of all Local Polices currently
                in vManage.

        """

        local_policy_list = self.get_local_policy_list()

        return list_to_dict(local_policy_list, key_name, remove_key=remove_key)






          

      

      

    

  

    
      
          
            
  Source code for api.monitor_network

"""Cisco vManage Monitor Networks API Methods.
"""

from six.moves.urllib.parse import urlencode
from vmanage.api.http_methods import HttpMethods
from vmanage.data.parse_methods import ParseMethods


[docs]class MonitorNetwork(object):
    """vManage Monitor Networks API

    Responsible for GET methods against vManage Real Time Monitoring
    for network devices.

    """
    def __init__(self, session, host, port=443):
        """Initialize Monitor Networks object with session parameters.

        Args:
            session (obj): Requests Session object
            host (str): hostname or IP address of vManage
            port (int): default HTTPS 443

        """

        self.session = session
        self.host = host
        self.port = port
        self.base_url = f'https://{self.host}:{self.port}/dataservice/'

[docs]    def _get_device_type(self, system_ip):
        device_model = self.get_device_system_info(system_ip)[0]['device-model']
        url = f"{self.base_url}device/models"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        device_type = [device['deviceClass'] for device in result if device_model in device['name']][0]
        return device_type


[docs]    def _ipsec_query_params(self, query_params, **kwargs):
        if 'remote_tloc_address' in kwargs:
            query_params.append(('remote-tloc-address', kwargs['remote_tloc_address']))
        if 'remote_tloc_color' in kwargs:
            query_params.append(('remote-tloc-color', kwargs['remote_tloc_color']))
        if 'local_tloc_color' in kwargs:
            query_params.append(('local-tloc-color', kwargs['local_tloc_color']))
        return query_params


[docs]    def get_aaa_users(self, system_ip):
        """Provides AAA users for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): Device ARP table data.
        """

        url = f"{self.base_url}device/aaa/users?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_arp_table(self, system_ip):
        """Provides ARP entries for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): Device ARP table data.
        """

        url = f"{self.base_url}device/arp?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_bfd_history(self, system_ip, **kwargs):
        """Provides BFD history for device.

        Args:
            system_ip (str): Device System IP
            remote_system_ip (str): (Optional) Remote System IP
            remote_color (str): (Optional) Remote Color

        Returns:
            result (dict): Device BFD history data.
        """

        url = f"{self.base_url}device/bfd/history"
        query_params = []
        query_params.append(('deviceId', system_ip))
        if 'remote_system_ip' in kwargs:
            query_params.append(('system-ip', kwargs['remote_system_ip']))
        if 'remote_color' in kwargs:
            query_params.append(('color', kwargs['remote_color']))
        url += '?' + urlencode(query_params)
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_bfd_links(self, system_ip, **kwargs):
        """Provides BFD links for device.

        Args:
            system_ip (str): Device System IP
            state (str): (Optional) State

        Returns:
            result (dict): Device BFD links data.
        """

        url = f"{self.base_url}device/bfd/links"
        query_params = []
        query_params.append(('deviceId', system_ip))
        if 'state' in kwargs:
            query_params.append(('state', kwargs['state']))
        url += '?' + urlencode(query_params)
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_bfd_sessions(self, system_ip, **kwargs):
        """Provides BFD sessions for device.

        Args:
            system_ip (str): Device System IP
            remote_system_ip (str): (Optional) Remote System IP
            remote_color (str): (Optional) Remote Color
            local_color (str): (Optional) Local Color

        Returns:
            result (dict): Device BFD sessions data.
        """

        url = f"{self.base_url}device/bfd/sessions"
        query_params = []
        query_params.append(('deviceId', system_ip))
        if 'remote_system_ip' in kwargs:
            query_params.append(('system-ip', kwargs['remote_system_ip']))
        if 'remote_color' in kwargs:
            query_params.append(('color', kwargs['remote_color']))
        if 'local_color' in kwargs:
            query_params.append(('local-color', kwargs['local_color']))
        url += '?' + urlencode(query_params)
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_bfd_device_state(self, system_ip):
        """Provides BFD state for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): Device BFD state data.
        """

        url = f"{self.base_url}/device/bfd/state/device?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_bfd_device_state_tloc(self, system_ip):
        """Provides BFD state summary with TLOC for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): Device BFD state summary with TLOC data.
        """

        url = f"{self.base_url}/device/bfd/state/device/tloc?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_bfd_summary(self, system_ip):
        """Provides BFD summary data for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): Device BFD summary data.
        """

        url = f"{self.base_url}device/bfd/summary?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_bfd_tloc(self, system_ip):
        """Provides BFD TLOC for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): Device BFD TLOC data.
        """

        url = f"{self.base_url}device/bfd/tloc?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_bgp_neighbors(self, system_ip, **kwargs):
        """Provides BGP neighbors for device.

        Args:
            system_ip (str): Device System IP
            vpn-id (str): VPN ID
            peer-addr (str): Peer address
            as (str): ASN

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/bgp/neighbors"
        query_params = []
        query_params.append(('deviceId', system_ip))
        if 'vpn_id' in kwargs:
            query_params.append(('vpn-id', kwargs['vpn_id']))
        if 'peer_addr' in kwargs:
            query_params.append(('peer-addr', kwargs['peer_addr']))
        if 'asn' in kwargs:
            query_params.append(('as', kwargs['asn']))
        url += '?' + urlencode(query_params)
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_bgp_routes(self, system_ip, **kwargs):
        """Provides BGP routes for device.

        Args:
            system_ip (str): Device System IP
            vpn-id (str): VPN ID
            prefix (str): IP prefix
            nexthop (str): Nexthop

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/bgp/routes"
        query_params = []
        query_params.append(('deviceId', system_ip))
        if 'vpn_id' in kwargs:
            query_params.append(('vpn-id', kwargs['vpn_id']))
        if 'prefix' in kwargs:
            query_params.append(('prefix', kwargs['prefix']))
        if 'nexthop' in kwargs:
            query_params.append(('nexthop', kwargs['nexthop']))
        url += '?' + urlencode(query_params)
        response = HttpMethods(self.session, url).request('GET', timeout=60)
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_bgp_summary(self, system_ip):
        """Provides BGP summary for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/bgp/summary?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_cellular_connections(self, system_ip):
        """Provides celluar connection information for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/cellular/connection?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_cellular_hardware(self, system_ip):
        """Provides celluar hardware information for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/cellular/hardware?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_cellular_modems(self, policy_id):
        """Provides celluar modem information for device.

        Args:
            policy_id (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/cellular/modem?policyId={policy_id}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_cellular_networks(self, system_ip):
        """Provides celluar network information for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/cellular/network?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_cellular_profiles(self, system_ip):
        """Provides celluar profile information for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/cellular/profiles?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_cellular_radios(self, system_ip):
        """Provides celluar radio information for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/cellular/radio?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_cellular_sessions(self, system_ip, **kwargs):
        """Provides celluar session information for device.

        Args:
            system_ip (str): Device System IP
            interface_name (str): Interface name values: ge0/0 - ge0/7, system, , eth0
            primary_dns_ipv4 (str): Primary DNS IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/cellular/sessions"
        query_params = []
        query_params.append(('deviceId', system_ip))
        if 'interface_name' in kwargs:
            query_params.append(('if-name', kwargs['interface_name']))
        if 'primary_dns_ipv4' in kwargs:
            query_params.append(('ipv4-dns-pri', kwargs['primary_dns_ipv4']))
        url += '?' + urlencode(query_params)
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_cellular_status(self, system_ip):
        """Provides celluar status information for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/cellular/status?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_control_affinity_config(self, system_ip):
        """Provides current control affinity config for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}" \
              f"device/control/affinity/config?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_control_affinity_status(self, system_ip):
        """Provides current control affinity status for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}" \
              f"device/control/affinity/status?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_control_connections(self, system_ip, **kwargs):
        """Provides current control connections for device.

        Args:
            system_ip (str): Device System IP
            peer_type (str): Peer type (vedge, vsmart, vmanage, vbond)
            peer_system_ip (str): Peer System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/control/connections"
        query_params = []
        query_params.append(('deviceId', system_ip))
        if 'peer_type' in kwargs:
            query_params.append(('peer-type', kwargs['peer_type']))
        if 'peer_system_ip' in kwargs:
            query_params.append(('system-ip', kwargs['peer_system_ip']))
        url += '?' + urlencode(query_params)
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_control_connections_history(self, system_ip, **kwargs):
        """Provides control connections history for device.

        Args:
            system_ip (str): Device System IP
            peer_type (str): Peer type (vedge, vsmart, vmanage, vbond)
            peer_system_ip (str): Peer System IP
            local_color (str): Local Color

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/control/connectionshistory"
        query_params = []
        query_params.append(('deviceId', system_ip))
        if 'peer_type' in kwargs:
            query_params.append(('peer-type', kwargs['peer_type']))
        if 'peer_system_ip' in kwargs:
            query_params.append(('system-ip', kwargs['peer_system_ip']))
        if 'local_color' in kwargs:
            query_params.append(('local-color', kwargs['local_color']))
        url += '?' + urlencode(query_params)
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_control_count(self):
        """Provides current control count for device.

        Args:
            None (None):

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/control/count"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_control_links(self, system_ip, **kwargs):
        """Provides control links for device.

        Args:
            system_ip (str): Device System IP
            state (str): State

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/control/links"
        query_params = []
        query_params.append(('deviceId', system_ip))
        if 'state' in kwargs:
            query_params.append(('state', kwargs['state']))
        url += '?' + urlencode(query_params)
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_control_local_properties(self, system_ip):
        """Provides control local properties history for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}" \
              f"device/control/localproperties?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_control_summary(self, system_ip):
        """Provides current control summary for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/control/summary?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_control_valid_devices(self, system_ip):
        """Provides control valid devices for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}" \
              f"device/control/validdevices?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_control_valid_vsmarts(self, system_ip):
        """Provides control valid vsmarts for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}" \
              f"device/control/validvsmarts?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_control_wan_interface(self, system_ip):
        """Provides current control wan interface for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}" \
              f"device/control/waninterface?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_control_wan_interface_color(self, system_ip):
        """Provides current control wan interface for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}" \
              f"device/control/waninterface/color?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_device_status(self, system_ip):
        """Provides status for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/system/status?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_device_system_info(self, system_ip):
        """Provides system info for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/system/info?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_dhcp_clients(self, system_ip):
        """Provides dhcp clients for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/dhcp/client?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_dhcp_interfaces(self, system_ip):
        """Provides dhcp interfaces for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        device_type = self._get_device_type(system_ip)
        if device_type == 'viptela-router':
            url = f"{self.base_url}device/dhcp/interfaces?deviceId={system_ip}"
        else:
            raise Exception(f"Device type {device_type} for {system_ip} is not valid for this API endpoint.")
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_dhcp_servers(self, system_ip):
        """Provides dhcp servers for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/dhcp/server?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_dot1x_clients(self, system_ip):
        """Provides DOT1X clients for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/dot1x/clients?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_dot1x_interfaces(self, system_ip):
        """Provides DOT1X interfaces for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/dot1x/interfaces?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_dot1x_radius(self, system_ip):
        """Provides DOT1X RADIUS information for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/dot1x/radius?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_dpi_applications(self, system_ip, **kwargs):
        """Provides DPI application information for device.

        Args:
            system_ip (str): Device System IP
            vpn_id (str): VPN/VRF ID
            application (str): Application
            family (str): Family

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/dpi/applications"
        query_params = []
        query_params.append(('deviceId', system_ip))
        if 'vpn_id' in kwargs:
            query_params.append(('vpn-id', kwargs['vpn_id']))
        if 'application' in kwargs:
            query_params.append(('application', kwargs['application']))
        if 'family' in kwargs:
            query_params.append(('family', kwargs['family']))
        url += '?' + urlencode(query_params)
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_dpi_common_applications(self):
        """Provides common DPI application information.

        Args:
            None (None): None

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/dpi/common/applications"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_dpi_device_fields(self):
        """Provides DPI fields for device.

        Args:
            None (None): None

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/dpi/device/fields"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_dpi_device_fields_details(self):
        """Provides DPI detailed fields for device.

        Args:
            None (None): None

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/dpi/devicedetails/fields"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_dpi_flows(self, system_ip, **kwargs):
        """Provides DPI application information for device.

        Args:
            system_ip (str): Device System IP
            vpn_id (str): VPN/VRF ID
            source_ip (str): Source IP
            application (str): Application
            family (str): Family

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/dpi/flows"
        query_params = []
        query_params.append(('deviceId', system_ip))
        if 'vpn_id' in kwargs:
            query_params.append(('vpn-id', kwargs['vpn_id']))
        if 'source_ip' in kwargs:
            query_params.append(('src-ip', kwargs['source_ip']))
        if 'application' in kwargs:
            query_params.append(('application', kwargs['application']))
        if 'family' in kwargs:
            query_params.append(('family', kwargs['family']))
        url += '?' + urlencode(query_params)
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_dpi_summary(self, system_ip):
        """Provides DPI summary information for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/dpi/summary?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_dpi_supported_applications(self, system_ip, **kwargs):
        """Provides DPI supported application information for device.

        Args:
            system_ip (str): Device System IP
            application (str): Application
            family (str): Family

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/dpi/supported-applications"
        query_params = []
        query_params.append(('deviceId', system_ip))
        if 'application' in kwargs:
            query_params.append(('application', kwargs['application']))
        if 'family' in kwargs:
            query_params.append(('family', kwargs['family']))
        url += '?' + urlencode(query_params)
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_eigrp_interfaces(self, system_ip):
        """Provides EIGRP interface for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        device_type = self._get_device_type(system_ip)
        if device_type == 'cisco-router':
            url = f"{self.base_url}device/eigrp/interface?deviceId={system_ip}"
        else:
            raise Exception(f"Device type {device_type} for {system_ip} is not valid for this API endpoint.")
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_eigrp_routes(self, system_ip):
        """Provides EIGRP route for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        device_type = self._get_device_type(system_ip)
        if device_type == 'cisco-router':
            url = f"{self.base_url}device/eigrp/route?deviceId={system_ip}"
        else:
            raise Exception(f"Device type {device_type} for {system_ip} is not valid for this API endpoint.")
        response = HttpMethods(self.session, url).request('GET', timeout=60)
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_eigrp_topology(self, system_ip):
        """Provides EIGRP topology for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        device_type = self._get_device_type(system_ip)
        if device_type == 'cisco-router':
            url = f"{self.base_url}device/eigrp/topology?deviceId={system_ip}"
        else:
            raise Exception(f"Device type {device_type} for {system_ip} is not valid for this API endpoint.")
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_hardware_alarms(self, system_ip):
        """Provides hardware alarms for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/hardware/alarms?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_hardware_environment(self, system_ip):
        """Provides hardware environment information for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/hardware/environment?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_hardware_inventory(self, system_ip):
        """Provides hardware inventory information for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/hardware/inventory?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_hardware_status_summary(self, system_ip):
        """Provides hardware status summary information for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/hardware/status/summary?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_hardware_system(self, system_ip):
        """Provides hardware system information for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/hardware/system?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_igmp_groups(self, system_ip):
        """Provides IGMP groups information for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/igmp/groups?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_igmp_interfaces(self, system_ip):
        """Provides IGMP interfaces information for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/igmp/interface?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_igmp_statistics(self, system_ip):
        """Provides IGMP statistics information for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/igmp/statistics?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_igmp_summary(self, system_ip):
        """Provides IGMP summary information for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/igmp/summary?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_interface_vpn(self, system_ip):
        """Provides interface vpn/vrf information for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/interface/vpn?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_ip_fib(self, system_ip, **kwargs):
        """Provides IP FIB for device.

        Args:
            system_ip (str): Device System IP
            vpn_id (str): VPN ID
            address_family (str): Address Family
            destination_prefix (str): Destination Prefix
            tloc (str): TLOC
            color (str): TLOC color

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/ip/fib"
        query_params = []
        query_params.append(('deviceId', system_ip))
        if 'vpn_id' in kwargs:
            query_params.append(('routing-instance-name', kwargs['vpn_id']))
        if 'address_family' in kwargs:
            query_params.append(('rib-address-family', kwargs['address_family']))
        if 'destination_prefix' in kwargs:
            query_params.append(('route-destination-prefix', kwargs['destination_prefix']))
        if 'tloc' in kwargs:
            query_params.append(('tloc', kwargs['tloc']))
        if 'color' in kwargs:
            query_params.append(('color', kwargs['color']))
        url += '?' + urlencode(query_params)
        response = HttpMethods(self.session, url).request('GET', timeout=60)
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_ip_route_table(self, system_ip, **kwargs):
        """Provides IP route table for device.

        Args:
            system_ip (str): Device System IP
            vpn_id (str): VPN ID
            address_family (str): Address Family
            destination_prefix (str): Destination Prefix
            source_protocol (str): Source Protocol
            next_hop_address (str): Next-Hop Address (cEdge Only)
            next_hop_oif (str): Next-Hop Outgoing Interface (cEdge Only)

        Returns:
            result (dict): All data associated with a response.
        """

        device_type = self._get_device_type(system_ip)
        query_params = []
        query_params.append(('deviceId', system_ip))
        if device_type == 'cisco-router':
            url = f"{self.base_url}device/ip/ipRoutes"
            if 'vpn_id' in kwargs:
                query_params.append(('routing-instance-name', kwargs['vpn_id']))
            if 'address_family' in kwargs:
                query_params.append(('rib-address-family', kwargs['address_family']))
            if 'destination_prefix' in kwargs:
                query_params.append(('route-destination-prefix', kwargs['destination_prefix']))
            if 'source_protocol' in kwargs:
                query_params.append(('route-source-protocol', kwargs['source_protocol']))
            if 'next_hop_address' in kwargs:
                query_params.append(('next-hop-next-hop-address', kwargs['next_hop_address']))
            if 'next_hop_oif' in kwargs:
                query_params.append(('next-hop-outgoing-interface', kwargs['next_hop_oif']))
        elif device_type == 'viptela-router':
            url = f"{self.base_url}device/ip/routetable"
            if 'vpn_id' in kwargs:
                query_params.append(('vpn-id', kwargs['vpn_id']))
            if 'address_family' in kwargs:
                query_params.append(('address-family', kwargs['address_family']))
            if 'destination_prefix' in kwargs:
                query_params.append(('prefix', kwargs['destination_prefix']))
            if 'source_protocol' in kwargs:
                query_params.append(('protocol', kwargs['source_protocol']))
        else:
            raise Exception(f"Could not retrieve device type {device_type} for {system_ip}")
        url += '?' + urlencode(query_params)
        response = HttpMethods(self.session, url).request('GET', timeout=60)
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_ip_nat_translations(self, system_ip):
        """Provides IP NAT translations for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/ip/nat/translation?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_ip_nat64_translations(self, system_ip):
        """Provides IP NAT64 translations for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/ip/nat64/translation?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_ipsec_inbound_connections(self, system_ip, **kwargs):
        """Provides IPSec inbound connections for device.

        Args:
            system_ip (str): Device System IP
            remote_tloc_address (str): Remote TLOC address
            remote_tloc_color (str): Remote TLOC color
            local_tloc_color (str): Local TLOC color

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/ipsec/inbound"
        query_params = []
        query_params.append(('deviceId', system_ip))
        url += '?' + urlencode(self._ipsec_query_params(query_params, **kwargs))
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_ipsec_localsa(self, system_ip):
        """Provides IPSec localsa for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/ipsec/localsa?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_ipsec_outbound_connections(self, system_ip, **kwargs):
        """Provides IPSec outbound connections for device.

        Args:
            system_ip (str): Device System IP
            remote_tloc_address (str): Remote TLOC address
            remote_tloc_color (str): Remote TLOC color

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/ipsec/outbound"
        query_params = []
        query_params.append(('deviceId', system_ip))
        if 'remote_tloc_address' in kwargs:
            query_params.append(('remote-tloc-address', kwargs['remote_tloc_address']))
        if 'remote_tloc_color' in kwargs:
            query_params.append(('remote-tloc-color', kwargs['remote_tloc_color']))
        url += '?' + urlencode(query_params)
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_ipsec_pwk_inbound_connections(self, system_ip, **kwargs):
        """Provides IPSec pairwise key inbound connections for device.

        Args:
            system_ip (str): Device System IP
            remote_tloc_address (str): Remote TLOC address
            remote_tloc_color (str): Remote TLOC color
            local_tloc_color (str): Local TLOC color

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/ipsec/pwk/inbound"
        query_params = []
        query_params.append(('deviceId', system_ip))
        url += '?' + urlencode(self._ipsec_query_params(query_params, **kwargs))
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_ipsec_pwk_localsa(self, system_ip, **kwargs):
        """Provides IPSec pairwise key localsa for device.

        Args:
            system_ip (str): Device System IP
            remote_tloc_address (str): Remote TLOC address
            remote_tloc_color (str): Remote TLOC color
            local_tloc_color (str): Local TLOC color

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/ipsec/pwk/localsa"
        query_params = []
        query_params.append(('deviceId', system_ip))
        url += '?' + urlencode(self._ipsec_query_params(query_params, **kwargs))
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_ipsec_pwk_outbound_connections(self, system_ip, **kwargs):
        """Provides IPSec pairwise key outbound connections for device.

        Args:
            system_ip (str): Device System IP
            remote_tloc_address (str): Remote TLOC address
            remote_tloc_color (str): Remote TLOC color
            local_tloc_color (str): Local TLOC color

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/ipsec/pwk/outbound"
        query_params = []
        query_params.append(('deviceId', system_ip))
        url += '?' + urlencode(self._ipsec_query_params(query_params, **kwargs))
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_multicast_replicator(self, system_ip):
        """Provides multicast replicator for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        device_type = self._get_device_type(system_ip)
        if device_type == 'viptela-router':
            url = f"{self.base_url}device/mulitcast/replicator?deviceId={system_ip}"
        else:
            raise Exception(f"Device type {device_type} for {system_ip} is not valid for this API endpoint.")
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_multicast_rpf(self, system_ip):
        """Provides multicast rpf for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        device_type = self._get_device_type(system_ip)
        if device_type == 'viptela-router':
            url = f"{self.base_url}device/mulitcast/rpf?deviceId={system_ip}"
        else:
            raise Exception(f"Device type {device_type} for {system_ip} is not valid for this API endpoint.")
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_multicast_topology(self, system_ip):
        """Provides multicast topology for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        device_type = self._get_device_type(system_ip)
        if device_type == 'viptela-router':
            url = f"{self.base_url}device/mulitcast/topology?deviceId={system_ip}"
        else:
            raise Exception(f"Device type {device_type} for {system_ip} is not valid for this API endpoint.")
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_multicast_tunnel(self, system_ip):
        """Provides multicast tunnel for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        device_type = self._get_device_type(system_ip)
        if device_type == 'viptela-router':
            url = f"{self.base_url}device/mulitcast/tunnel?deviceId={system_ip}"
        else:
            raise Exception(f"Device type {device_type} for {system_ip} is not valid for this API endpoint.")
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_omp_peers(self, system_ip):
        """Provides OMP peers for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/omp/peers?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_omp_routes_received(self, system_ip, **kwargs):
        """Provides OMP received routes for device.

        Args:
            system_ip (str): Device System IP
            vpn_id (str): VPN ID
            prefix (str): Prefix

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/omp/routes/received"
        query_params = []
        query_params.append(('deviceId', system_ip))
        if 'vpn_id' in kwargs:
            query_params.append(('vpn-id', kwargs['vpn_id']))
        if 'prefix' in kwargs:
            query_params.append(('prefix', kwargs['prefix']))
        url += '?' + urlencode(query_params)
        response = HttpMethods(self.session, url).request('GET', timeout=60)
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_omp_routes_advertised(self, system_ip, **kwargs):
        """Provides OMP advertised routes for device.

        Args:
            system_ip (str): Device System IP
            vpn_id (str): VPN ID
            prefix (str): Prefix

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/omp/routes/advertised"
        query_params = []
        query_params.append(('deviceId', system_ip))
        if 'vpn_id' in kwargs:
            query_params.append(('vpn-id', kwargs['vpn_id']))
        if 'prefix' in kwargs:
            query_params.append(('prefix', kwargs['prefix']))
        url += '?' + urlencode(query_params)
        response = HttpMethods(self.session, url).request('GET', timeout=60)
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_omp_summary(self, system_ip):
        """Provides OMP summary for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/omp/summary?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_orchestrator_summary(self, system_ip):
        """Provides orchestrator (vbond) summary for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}" \
              f"device/orchestrator/summary?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_orchestrator_connections(self, system_ip):
        """Provides orchestrator (vbond) connections for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}" \
              f"device/orchestrator/connections?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_orchestrator_connections_history(self, system_ip):
        """Provides orchestrator (vbond) connections history for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}" \
              f"device/orchestrator/connections?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_orchestrator_local_properties(self, system_ip):
        """Provides orchestrator (vbond) local properties history for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}" \
              f"device/orchestrator/localproperties?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_ospf_interfaces(self, system_ip):
        """Provides OSPF interfaces for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/ospf/interface?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_ospf_neighbors(self, system_ip):
        """Provides OSPF neighbors for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/ospf/neighbor?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_ospf_routes(self, system_ip):
        """Provides OSPF routes for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        device_type = self._get_device_type(system_ip)
        if device_type == 'viptela-router':
            url = f"{self.base_url}device/ospf/routes?deviceId={system_ip}"
        else:
            raise Exception(f"Device type {device_type} for {system_ip} is not valid for this API endpoint.")
        response = HttpMethods(self.session, url).request('GET', timeout=60)
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_ospf_database(self, system_ip):
        """Provides OSPF database for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        device_type = self._get_device_type(system_ip)
        if device_type == 'viptela-router':
            url = f"{self.base_url}device/ospf/database?deviceId={system_ip}"
        else:
            raise Exception(f"Device type {device_type} for {system_ip} is not valid for this API endpoint.")
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_ospf_database_summary(self, system_ip):
        """Provides OSPF database summary for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        device_type = self._get_device_type(system_ip)
        if device_type == 'viptela-router':
            url = f"{self.base_url}" \
              f"device/ospf/databasesummary?deviceId={system_ip}"
        else:
            raise Exception(f"Device type {device_type} for {system_ip} is not valid for this API endpoint.")
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_ospf_process(self, system_ip):
        """Provides OSPF process for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        device_type = self._get_device_type(system_ip)
        if device_type == 'viptela-router':
            url = f"{self.base_url}device/ospf/process?deviceId={system_ip}"
        else:
            raise Exception(f"Device type {device_type} for {system_ip} is not valid for this API endpoint.")
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_ospf_database_external(self, system_ip):
        """Provides OSPF database external for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        device_type = self._get_device_type(system_ip)
        if device_type == 'viptela-router':
            url = f"{self.base_url}" \
              f"device/ospf/databaseexternal?deviceId={system_ip}"
        else:
            raise Exception(f"Device type {device_type} for {system_ip} is not valid for this API endpoint.")
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_pim_interfaces(self, system_ip):
        """Provides PIM interfaces for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/pim/interface?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_pim_neighbors(self, system_ip):
        """Provides PIM neighbors for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/pim/neighbor?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_pim_rp_mapping(self, system_ip):
        """Provides PIM RP mapping for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/pim/rp-mapping?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_pim_statistics(self, system_ip):
        """Provides PIM statistics for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/pim/statistics?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_security_information(self, system_ip):
        """Provides security information for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/security/information?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_software(self, system_ip):
        """Provides software for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/software?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_umbrella_sig_tunnels(self, system_ip):
        """Provides Cisco Umbrella SIG tunnels for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/sig/umbrella/tunnels?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_users(self, system_ip):
        """Provides users for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): Device ARP table data.
        """

        url = f"{self.base_url}device/users?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_users_list(self, system_ip):
        """Provides users list for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): Device ARP table data.
        """

        url = f"{self.base_url}device/users/list?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_vrrp(self, system_ip):
        """Provides VRRP entries for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/vrrp?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_wlan_clients(self, system_ip):
        """Provides WLAN clients for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/wlan/clients?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_wlan_interfaces(self, system_ip):
        """Provides WLAN interfaces for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/wlan/interfaces?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_wlan_radios(self, system_ip):
        """Provides WLAN radios for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/wlan/radios?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_wlan_radius(self, system_ip):
        """Provides WLAN RADIUS authenticiation for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/wlan/radius?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_zscaler_sig_tunnels(self, system_ip):
        """Provides Cisco zScaler SIG tunnels for device.

        Args:
            system_ip (str): Device System IP

        Returns:
            result (dict): All data associated with a response.
        """

        url = f"{self.base_url}device/sig/zscaler/tunnels?deviceId={system_ip}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result






          

      

      

    

  

    
      
          
            
  Source code for api.policy_definitions

"""Cisco vManage Policy Definitions API Methods.
"""

import json

from vmanage.api.http_methods import HttpMethods
from vmanage.api.policy_lists import PolicyLists
from vmanage.data.parse_methods import ParseMethods
from vmanage.api.utilities import Utilities
from vmanage.utils import list_to_dict

[docs]definition_types_19_2_0 = [
    "data", "approute", "control", "cflowd", "mesh", "hubandspoke", "vpnmembershipgroup", "qosmap", "rewriterule",
    "acl", "aclv6", "vedgeroute", "zonebasedfw", "intrusionprevention", "urlfiltering", "advancedMalwareProtection",
    "dnssecurity"

]

[docs]definition_types_19_3_0 = [
    "data", "approute", "control", "cflowd", "mesh", "hubandspoke", "vpnmembershipgroup", "qosmap", "rewriterule",
    "acl", "aclv6", "deviceaccesspolicy", "deviceaccesspolicyv6", "vedgeroute", "zonebasedfw", "intrusionprevention",
    "urlfiltering", "advancedMalwareProtection", "dnssecurity", "ssldecryption", "fxoport", "fxsport", "fxsdidport",
    "dialpeer", "srstphoneprofile"

]

[docs]all_definition_types = list(set(definition_types_19_2_0) | set(definition_types_19_3_0))



[docs]class PolicyDefinitions(object):
    """vManage Policy Definitions API

    Responsible for DELETE, GET, POST, PUT methods against vManage
    Policy Definitions used in Centralized, Localized, and Security Policy.

    """
    def __init__(self, session, host, port=443):
        """Initialize Policy Lists object with session parameters.

        Args:
            session (obj): Requests Session object
            host (str): hostname or IP address of vManage
            port (int): default HTTPS 443

        """

        self.session = session
        self.host = host
        self.port = port
        self.base_url = f'https://{self.host}:{self.port}/dataservice/'
        self.policy_lists = PolicyLists(self.session, self.host, self.port)

        version = Utilities(self.session, self.host, self.port).get_vmanage_version()
        if version >= '19.3.0':
            self.definition_types = definition_types_19_3_0
        else:
            self.definition_types = definition_types_19_2_0

[docs]    def get_definition_types(self):
        """Return the definition types for this version of vManage

        Args:

        Returns:
            result (list): List of definition types

        """

        return self.definition_types


[docs]    def delete_policy_definition(self, definition_type, definition_id):
        """Delete a Policy Definition from vManage.

        Args:
            definition_type (str): The defintion type of the requested policy definition
            definition_id (str): The defintion ID of the requested policy definition

        Returns:
            result (dict): All data associated with a response.

        """

        url = f"{self.base_url}template/policy/definition/{definition_type.lower()}/{definition_id}"
        HttpMethods(self.session, url).request('DELETE')


[docs]    def add_policy_definition(self, policy_definition):
        """Delete a Policy Definition from vManage.

        Args:
            definition_type (str): The defintion type of the requested policy definition
            definition_id (str): The defintion ID of the requested policy definition

        Returns:
            result (dict): All data associated with a response.

        """

        url = f"{self.base_url}template/policy/definition/{policy_definition['type'].lower()}"
        HttpMethods(self.session, url).request('POST', payload=json.dumps(policy_definition))


[docs]    def update_policy_definition(self, policy_definition, policy_definition_id):
        """Update a Policy Definition from vManage.

        Args:
            definition_type (str): The defintion type of the requested policy definition
            definition_id (str): The defintion ID of the requested policy definition

        Returns:
            result (dict): All data associated with a response.

        """

        url = f"{self.base_url}template/policy/definition/{policy_definition['type'].lower()}/{policy_definition_id}"
        response = HttpMethods(self.session, url).request('PUT', payload=json.dumps(policy_definition))
        return response


[docs]    def get_policy_definition(self, definition_type, definition_id):
        """Get a Policy Definition from vManage.

        Args:
            definition_type (str): The defintion type of the requested policy definition
            definition_id (str): The defintion ID of the requested policy definition

        Returns:
            result (dict): All data associated with a response.

        """

        url = f"{self.base_url}template/policy/definition/{definition_type.lower()}/{definition_id}"
        response = HttpMethods(self.session, url).request('GET')

        policy_definition = response["json"]
        return policy_definition


[docs]    def get_policy_definition_list(self, definition_type='all'):
        """Get all Policy Definition Lists from vManage.

        Args:
            definition_type (string): The type of Definition List to retreive

        Returns:
            response (dict): A list of all definition lists currently
                in vManage.

        """

        if definition_type == 'all':
            all_definitions_list = []
            for def_type in self.definition_types:
                definition_list = self.get_policy_definition_list(def_type)
                if definition_list:
                    all_definitions_list.extend(definition_list)
            return all_definitions_list

        definition_list = []

        if definition_type == "advancedMalwareProtection":
            url = f"{self.base_url}template/policy/definition/{definition_type}"
        else:
            url = f"{self.base_url}template/policy/definition/{definition_type.lower()}"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        for definition in result:
            definition_detail = self.get_policy_definition(definition_type, definition['definitionId'])
            if definition_detail:
                definition_list.append(definition_detail)
        return definition_list


[docs]    def get_policy_definition_dict(self, definition_type, key_name='name', remove_key=False):
        """Get all Policy Definition Lists from vManage.

        Args:
            definition_type (str): Policy definition type
            key_name (string): The name of the attribute to use as the dictionary key
            remove_key (boolean): Remove the search key from the element

        Returns:
            result (dict): All data associated with a response.

        """

        policy_definition_list = self.get_policy_definition_list(definition_type)
        return list_to_dict(policy_definition_list, key_name, remove_key=remove_key)






          

      

      

    

  

    
      
          
            
  Source code for api.policy_lists

"""Cisco vManage Policy Lists API Methods.
"""

import json
from vmanage.api.http_methods import HttpMethods
from vmanage.data.parse_methods import ParseMethods
from vmanage.utils import list_to_dict


[docs]class PolicyLists(object):
    """vManage Policy Lists API

    Responsible for DELETE, GET, POST, PUT methods against vManage
    Policy Lists used in Centralized, Localized, and Security Policy.

    """
    def __init__(self, session, host, port=443):
        """Initialize Policy Lists object with session parameters.

        Args:
            session (obj): Requests Session object
            host (str): hostname or IP address of vManage
            port (int): default HTTPS 443

        """

        self.session = session
        self.host = host
        self.port = port
        self.base_url = f'https://{self.host}:{self.port}/dataservice/'
        self.policy_list_cache = {}

[docs]    def delete_data_prefix_list(self, listid):
        """Delete a Data Prefix List from vManage.

        Args:
            listid (str): vManaged assigned list identifier

        Returns:
            response (dict): Results from deletion attempt.

        """

        api = "template/policy/list/dataprefix/" + listid
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('DELETE')
        result = ParseMethods.parse_status(response)
        return result


[docs]    def get_data_prefix_list(self):
        """Get all Data Prefix Lists from vManage.

        Returns:
            response (dict): A list of all data prefix lists currently
                in vManage.

        """

        api = "template/policy/list/dataprefix"
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('GET')
        return response


[docs]    def get_policy_list_all(self):
        """Get all Policy Lists from vManage.

        Returns:
            response (dict): A list of all policy lists currently
                in vManage.

        """

        api = "template/policy/list"
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def post_data_prefix_list(self, name, entries):
        """Add a new Data Prefix List to vManage.

        Args:
            name (str): name of the data prefix list
            entries (list): a list of prefixes to add to the list

        Returns:
            response (dict): Results from attempting to add a new
                data prefix list.

        """

        api = "template/policy/list/dataprefix"
        url = self.base_url + api
        payload = f"{{'name':'{name}','type':'dataPrefix',\
            'listId':null,'entries':{entries}}}"

        response = HttpMethods(self.session, url).request('POST', payload=payload)
        result = ParseMethods.parse_status(response)
        return result


[docs]    def put_data_prefix_list(self, name, listid, entries):
        """Update an existing Data Prefix List on vManage.

        Args:
            name (str): name of the data prefix list
            listid (str): vManaged assigned list identifier
            entries (list): a list of prefixes to add to the list

        Returns:
            response (dict): Results from attempting to update an
                existing data prefix list.

        """

        api = f"template/policy/list/dataprefix/{listid}"
        url = self.base_url + api
        payload = f"{{'name':'{name}','type':'dataPrefix',\
            'listId':'{listid}','entries':{entries}}}"

        response = HttpMethods(self.session, url).request('PUT', payload=payload)
        result = ParseMethods.parse_status(response)
        return result


[docs]    def delete_policy_list(self, listType, listId):
        """Deletes the specified policy list type

        Args:
            listType (str): Policy list type
            listId (str): ID of the policy list

        Returns:
            result (dict): All data associated with a response.

        """

        url = f"{self.base_url}template/policy/list/{listType.lower()}/{listId}"
        response = HttpMethods(self.session, url).request('DELETE')
        result = ParseMethods.parse_status(response)
        return result


[docs]    def clear_policy_list_cache(self):
        self.policy_list_cache = {}


[docs]    def get_policy_list_list(self, policy_list_type='all', cache=True):
        """Get a list of policy lists

        Args:
            policy_list_type (str): Policy list type (default: all)
            cache (bool): Use cached data

        Returns:
            result (dict): All data associated with a response.

        """
        if cache and policy_list_type in self.policy_list_cache:
            response = self.policy_list_cache[policy_list_type.lower()]
        else:
            if policy_list_type == 'all':
                url = f"{self.base_url}template/policy/list"
                # result = self.request('/template/policy/list', status_codes=[200])
            else:
                url = f"{self.base_url}template/policy/list/{policy_list_type.lower()}"
                # result = self.request('/template/policy/list/{0}'.format(type.lower()), status_codes=[200, 404])

            response = HttpMethods(self.session, url).request('GET')

        self.policy_list_cache[policy_list_type.lower()] = response
        return response['json']['data']


[docs]    def get_policy_list_dict(self, policy_list_type='all', key_name='name', remove_key=False, cache=True):
        """Get a dictionary of policy lists

        Args:
            policy_list_type (str): Policy list type
            key_name (string): The name of the attribute to use as the dictionary key
            remove_key (boolean): Remove the search key from the element
            cache (boolean): Use cached data

        Returns:
            result (dict): All data associated with a response.

        """
        policy_list = self.get_policy_list_list(policy_list_type, cache=cache)

        return list_to_dict(policy_list, key_name, remove_key=remove_key)


[docs]    def get_policy_list_by_name(self, policy_list_name, policy_list_type='all'):
        """Get a policy list by name

        Args:
            policy_list_name (str): Policy list name
            policy_list_type (str): Policy list type (default: all)

        Returns:
            result (dict): All data associated with a response.

        """
        policy_list_dict = self.get_policy_list_dict(policy_list_type, cache=True)
        if policy_list_name in policy_list_dict:
            # Cache Hit!
            return policy_list_dict[policy_list_name]
        # Cache miss.  Ignore the cache
        policy_list_dict = self.get_policy_list_dict(policy_list_type, cache=False)
        if policy_list_name in policy_list_dict:
            return policy_list_dict[policy_list_name]

        return None


[docs]    def get_policy_list_by_id(self, policy_list_id, policy_list_type='all'):
        """Get a policy list by ID

        Args:
            policy_list_name (str): Policy list ID
            policy_list_type (str): Policy list type (default: all)

        Returns:
            result (dict): All data associated with a response.

        """
        policy_list_dict = self.get_policy_list_dict(policy_list_type, key_name='listId', cache=True)
        if policy_list_id in policy_list_dict:
            # Cache Hit!
            return policy_list_dict[policy_list_id]
        # Cache miss.  Ignore the cache
        policy_list_dict = self.get_policy_list_dict(policy_list_type, key_name='listId', cache=False)
        if policy_list_id in policy_list_dict:
            return policy_list_dict[policy_list_id]

        return None


[docs]    def add_policy_list(self, policy_list):
        """Add a new Policy List to vManage.

        Args:
            policy_list (dict): The Policy List

        Returns:
            response (dict): Results from attempting to add a new
                prefix list.

        """
        policy_list_type = policy_list['type'].lower()
        url = f"{self.base_url}template/policy/list/{policy_list_type}"
        response = HttpMethods(self.session, url).request('POST', payload=json.dumps(policy_list))
        return ParseMethods.parse_status(response)


[docs]    def update_policy_list(self, policy_list):
        """Update an existing Policy List on vManage.

        Args:
            policy_list (dict): The Policy List

        Returns:
            response (dict): Results from attempting to update an
                existing data prefix list.

        """
        policy_list_type = policy_list['type'].lower()
        policy_list_id = policy_list['listId']
        url = f"{self.base_url}template/policy/list/{policy_list_type}/{policy_list_id}"
        response = HttpMethods(self.session, url).request('PUT', payload=json.dumps(policy_list))
        ParseMethods.parse_status(response)
        return response






          

      

      

    

  

    
      
          
            
  Source code for api.policy_updates

"""Cisco vManage Policy Lists API Methods.
"""

import json
import time
import sys
from vmanage.api.http_methods import HttpMethods
from vmanage.data.parse_methods import ParseMethods


[docs]class PolicyUpdates(object):
    """vManage Policy Updates API

    Responsible for POST and PUT methods against vManage
    Policy APIs used in Centralized, Localized, and Security Policy.

    """
    def __init__(self, session, host, port=443):
        """Initialize Policy Updates object with session parameters.

        Args:
            session (obj): Requests Session object
            host (str): hostname or IP address of vManage
            port (int): default HTTPS 443

        """

        self.session = session
        self.host = host
        self.port = port
        self.base_url = f'https://{self.host}:{self.port}/dataservice/'

[docs]    def get_device_ids(self, template_id):
        """GET vSmart device ids from vManage.

        Args:
            templateid (str): vManaged assigned template identifier.

        Returns:
            response (list): device ids list.

        """

        api = "template/device/config/attached/" + template_id
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        device_ids = []
        for device in result:
            device_ids.append(device['uuid'])

        return device_ids


[docs]    def get_device_inputs(self, template_id, device_ids):
        """GET vSmart device inputs from vManage.

        Args:
            templateid (str): vManage assigned template identifier.
            device_ids (list): vManage assigned device ids for vSmarts.

        Returns:
            response (dict): device inputs.

        """

        payload = {"templateId": template_id, "deviceIds": device_ids, "isEdited": True, "isMasterEdited": False}

        api = "template/device/config/input"
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('POST', payload=json.dumps(payload))
        result = ParseMethods.parse_data(response)

        for item in result:
            item['csv-templateId'] = template_id

        return result


[docs]    def get_policy_id(self, policy_type, policy_name):
        """GET vSmart device ids from vManage.

        Args:
            policy_type (str): vManage policy type i.e. approute, data, hubandspoke etc.
            policy_name (str): policy name for user needs policy id.

        Returns:
            response (str): vManage assigned policy id.

        """

        api = "template/policy/definition/" + policy_type
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        policy_id = ""

        for item in result:
            if item["name"] == policy_name:
                policy_id = item["definitionId"]
                break

        return policy_id


[docs]    def get_policy_definition(self, policy_type, policy_id):
        """GET vSmart device ids from vManage.

        Args:
            policy_type (str): vManage policy type i.e. approute, data, hubandspoke etc.
            policy_id (str): vManage assigned policy id.

        Returns:
            response (dict): policy definition.

        """

        api = "template/policy/definition/%s/%s" % (policy_type, policy_id)
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('GET')

        return response['json']


[docs]    def update_policy_definition(self, policy_type, name, policy_id, policy_def, new_color, seq_name=None):
        """update policy definition

        Args:
            policy_type (str): vManage policy type i.e. approute, data, hubandspoke etc.
            policy_id (str): vManage assigned policy id.
            policy_def (dict): dict of data for policy updates to be done

        Returns:
            response (dict): policy definition.

        """
        #pylint: disable=too-many-nested-blocks
        for item1 in policy_def["sequences"]:
            if item1["sequenceName"] == seq_name or seq_name is None:
                for item2 in item1["actions"]:
                    if item2['type'] == 'slaClass':
                        for item3 in item2['parameter']:
                            if item3["field"] == 'preferredColor':
                                item3["value"] = new_color

        # Update policy app route policy

        payload = {
            "name": policy_def["name"],
            "type": policy_def["type"],
            "description": policy_def["description"],
            "sequences": policy_def["sequences"]
        }

        api = "template/policy/definition/%s/%s" % (policy_type, policy_id)
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('PUT', payload=json.dumps(payload))

        if response['status_code'] == 200:
            master_templates_affected = response['json']['masterTemplatesAffected']
            if master_templates_affected:
                print("\nMaster templates affected: %s" % master_templates_affected)
            else:
                print("\nUpdated %s App Route policy successfully" % (name))
                sys.exit()
        else:
            error = response['error']
            result = response['details']
            raise Exception(f'{error}: {result}')

        # Get device uuid and csv variables for each template id which is affected by prefix list edit operation

        inputs = []

        for template_id in master_templates_affected:
            device_ids = self.get_device_ids(template_id)
            device_inputs = self.get_device_inputs(template_id, device_ids)
            inputs.append((template_id, device_inputs))

        device_template_list = []

        for (template_id, device_input) in inputs:
            device_template_list.append({'templateId': template_id, 'isEdited': True, 'device': device_input})

        #api for CLI template 'template/device/config/attachcli'

        api = 'template/device/config/attachfeature'

        url = self.base_url + api

        payload = {'deviceTemplateList': device_template_list}

        response = HttpMethods(self.session, url).request('POST', payload=json.dumps(payload))

        if response['status_code'] == 200:
            process_id = response['json']['id']
        else:
            error = response['error']
            result = response['details']
            raise Exception(f'{error}: {result}')

        api = 'device/action/status/' + process_id

        url = self.base_url + api

        while (1):
            time.sleep(10)
            response = HttpMethods(self.session, url).request('GET')
            if response['status_code'] == 200:
                if response['json']['summary']['status'] == "done":
                    if 'Success' in response['json']['summary']['count']:
                        print("\nUpdated %s App Route policy successfully" % (name))
                    elif 'Failure' in response['json']['summary']['count']:
                        print("\nFailed to update App route policy")
                    break
            else:
                error = response['error']
                result = response['details']
                raise Exception(f'{error}: {result}')






          

      

      

    

  

    
      
          
            
  Source code for api.security_policy

"""Cisco vManage Security Policy API Methods.
"""

import json

from vmanage.api.http_methods import HttpMethods
from vmanage.api.policy_definitions import PolicyDefinitions
from vmanage.data.parse_methods import ParseMethods
from vmanage.utils import list_to_dict


[docs]class SecurityPolicy(object):
    """vManage Security Policy API

    Responsible for DELETE, GET, POST, PUT methods against vManage
    Security Policy.

    """
    def __init__(self, session, host, port=443):
        """Initialize Security Policy object with session parameters.

        Args:
            session (obj): Requests Session object
            host (str): hostname or IP address of vManage
            port (int): default HTTPS 443

        """

        self.session = session
        self.host = host
        self.port = port
        self.base_url = f'https://{self.host}:{self.port}/dataservice/'
        self.policy_definitions = PolicyDefinitions(self.session, self.host)

[docs]    def add_security_policy(self, policy):
        """Add a Security Policy from vManage.

        Args:
            policy: The Security Policy

        Returns:
            result (dict): All data associated with a response.

        """
        url = f"{self.base_url}template/policy/security"
        HttpMethods(self.session, url).request('POST', payload=json.dumps(policy))


[docs]    def update_security_policy(self, policy, policy_id):
        """Update a Security from vManage.

        Args:
            policy: The Security Policy
            policy_id: The ID of the Security Policy to update

        Returns:
            result (dict): All data associated with a response.

        """

        url = f"{self.base_url}template/policy/security/{policy_id}"
        HttpMethods(self.session, url).request('PUT', payload=json.dumps(policy))


[docs]    def delete_security_policy(self, policyId):
        """Deletes the specified security policy

        Args:
            policyId (str): ID of the active security policy
        Returns:
            result (dict): All data associated with a response.

        """

        api = f"template/policy/security/{policyId}"
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('DELETE')
        result = ParseMethods.parse_status(response)
        return result


[docs]    def delete_security_definition(self, definition, definitionId):
        """Deletes the specified policy definition which include:
        'zonebasedfw','urlfiltering', 'dnssecurity','intrusionprevention',
        'advancedMalwareProtection' for 18.4.0 or greater
        and
        'zonebasedfw' for

        Args:
            definition (str): One of the above policy types
            definitionId (str): ID of the policy definitions

        Returns:
            result (dict): All data associated with a response.

        """

        api = f"template/policy/definition/{definition}/{definitionId}"
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('DELETE')
        result = ParseMethods.parse_status(response)
        return result


[docs]    def get_security_policy(self):
        """Obtain a list of all configured security policies

        Returns:
            result (dict): All data associated with a response.

        """

        api = "template/policy/security"
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_security_definition(self, definition):
        """Obtain a list of various security definitions which include:
        'zonebasedfw','urlfiltering','intrusionprevention',
        'advancedMalwareProtection', 'dnssecurity'

        Args:
            definition (str): One of the above policy types

        Returns:
            result (dict): All data associated with a response.

        """

        api = f"template/policy/definition/{definition}"
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_security_policy_list(self):
        """Get all Security Policies from vManage.

        Returns:
            response (list): A list of all policy lists currently
                in vManage.

        """

        security_policy_list = self.get_security_policy()
        # We need to convert the policy definitions from JSON
        for policy in security_policy_list:
            try:
                json_policy = json.loads(policy['policyDefinition'])
                policy['policyDefinition'] = json_policy
            except Exception:  # TODO: figuring out better exception type to catch
                pass
        return security_policy_list


[docs]    def get_security_policy_dict(self, key_name='policyName', remove_key=False):
        """Get all Security Policies from vManage.

        Args:
            key_name (str): The name of the attribute to use as the key
            remove_key (bool): Remove the key from the dict (default: False)

        Returns:
            response (dict): A dict of all Security Policies currently
                in vManage.

        """

        security_policy_list = self.get_security_policy_list()

        return list_to_dict(security_policy_list, key_name, remove_key=remove_key)






          

      

      

    

  

    
      
          
            
  Source code for api.settings

"""Cisco vManage Settings API Methods.
"""

import json
from vmanage.api.http_methods import HttpMethods
from vmanage.data.parse_methods import ParseMethods


[docs]class Settings(object):
    """vManage Settings API

    Responsible for DELETE, GET, POST, PUT methods against vManage
    Settings.

    """
    def __init__(self, session, host, port=443):
        """Initialize vManage Settings object with session parameters.

        Args:
            session (obj): Requests Session object
            host (str): hostname or IP address of vManage
            port (int): default HTTPS 443

        """

        self.session = session
        self.host = host
        self.port = port
        self.base_url = f'https://{self.host}:{self.port}/dataservice/settings/configuration/'

[docs]    def get_vmanage_org(self):
        """Get vManage organization

        Args:

        Returns:
            org (str): The vManage organization.
        """

        url = f"{self.base_url}organization"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        if 'org' in result[0]:
            return result[0]['org']
        return None


[docs]    def set_vmanage_org(self, org):
        """Set vManage organization

        Args:
            org (str): The organization name to set.

        Returns:
            result (dict): The result of the POST operation
        """

        payload = {'org': org}
        url = f"{self.base_url}organization"
        response = HttpMethods(self.session, url).request('POST', payload=json.dumps(payload))
        result = ParseMethods.parse_data(response)
        return result[0]


[docs]    def get_vmanage_vbond(self):
        """Get vBond

        Args:
            
        Returns:
            result (dict): The result of the GET operation.
        """

        url = f"{self.base_url}device"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        if 'domainIp' in result[0]:
            return result[0]
        return {'domainIp': None, 'port': None}


[docs]    def set_vmanage_vbond(self, vbond, vbond_port='12346'):
        """Set vBond

        Args:
            vbond (str): The vBond IP address.
            vbond_port (str): The vBond port.

        Returns:
            result (dict): The result of the POST operation.
        """

        payload = {'domainIp': vbond, 'port': vbond_port}
        url = f"{self.base_url}device"
        response = HttpMethods(self.session, url).request('POST', payload=json.dumps(payload))
        result = ParseMethods.parse_data(response)
        return result[0]


[docs]    def get_vmanage_ca_type(self):
        """Get vManage CA type

        Args:

        Returns:
            certificateSigning (str): The CA type.
        """

        url = f"{self.base_url}certificate"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result[0]['certificateSigning']


[docs]    def set_vmanage_ca_type(self, ca_type):
        """Set vManage CA type

        Args:
            ca_type (str): The CA type.

        Returns:
            result (dict): The result of the POST operation.
        """

        payload = {'certificateSigning': ca_type, 'challengeAvailable': 'false'}
        url = f"{self.base_url}certificate"
        response = HttpMethods(self.session, url).request('POST', payload=json.dumps(payload))
        result = ParseMethods.parse_data(response)
        return result[0]


[docs]    def set_vmanage_root_cert(self, cert, timeout=20):
        """Set vManage root certiticate

        Args:
            cert (str): The root certiticate.
            timeout (int): Timeout in seconds.

        Returns:
        """

        payload = {'enterpriseRootCA': cert}
        url = f"{self.base_url}certificate/enterpriserootca"
        response = HttpMethods(self.session, url).request('PUT', payload=json.dumps(payload), timeout=timeout)
        result = ParseMethods.parse_data(response)
        return result[0]


[docs]    def get_vmanage_banner(self):
        """Get vManage Banner

                Args:

                Returns:
                    bannerDetail (str): The banner for vmanage.
                """

        # banner = self.get('settings/configuration/banner')
        # if banner.status_code not in HTTP_SUCCESS_CODES:
        #     return "Error retrieving banner.  Status: {0} Error: {1}".format(banner.status_code, banner.text)
        # return banner.json()['data'][0]['bannerDetail']

        url = f"{self.base_url}banner"
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result[0]['bannerDetail']






          

      

      

    

  

    
      
          
            
  Source code for api.utilities

"""Cisco vManage Utilities API Methods.
"""

import time
from vmanage.api.http_methods import HttpMethods
from vmanage.data.parse_methods import ParseMethods


[docs]class Utilities(object):
    """Access to Various vManage Utilitiesinstance.

    vManage has several utilities that are needed for correct execution
    of applications against the API.  For example, this includes waiting
    for an action to complete before moving onto the next task.

    """
    def __init__(self, session, host, port=443):
        """Initialize Utilities object with session parameters.

        Args:
            session (obj): Requests Session object
            host (str): hostname or IP address of vManage
            port (int): default HTTPS 443

        """

        self.session = session
        self.host = host
        self.port = port
        self.base_url = f'https://{self.host}:{self.port}/dataservice/'

[docs]    def get_active_count(self):
        """Provides number of active tasks on vManage.

        Returns:
            result (dict): All data associated with a response.
        """

        api = "device/action/status/tasks/activeCount"
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        return result


[docs]    def get_vmanage_version(self):
        api = 'system/device/controllers?model=vmanage&&&&'
        url = self.base_url + api
        response = HttpMethods(self.session, url).request('GET')
        result = ParseMethods.parse_data(response)
        version = result[0]['version']
        return version


[docs]    def waitfor_action_completion(self, action_id):
        status = 'in_progress'
        response = {}
        action_status = None
        action_activity = None
        action_config = None
        while status == "in_progress":
            url = f"{self.base_url}device/action/status/{action_id}"
            response = HttpMethods(self.session, url).request('GET')
            ParseMethods.parse_data(response)

            if 'json' in response:
                status = response['json']['summary']['status']
                if 'data' in response['json'] and response['json']['data']:
                    action_status = response['json']['data'][0]['statusId']
                    action_activity = response['json']['data'][0]['activity']
                    if 'actionConfig' in response['json']['data'][0]:
                        action_config = response['json']['data'][0]['actionConfig']
                    else:
                        action_config = None
                else:
                    action_status = status
            else:
                raise Exception(msg="Unable to get action status: No response")
            time.sleep(10)

        return {
            'action_response': response['json'],
            'action_id': action_id,
            'action_status': action_status,
            'action_activity': action_activity,
            'action_config': action_config

        }

[docs]    def upload_file(self, input_file):
        """Upload a file to vManage.

        Args:
            input_file (str): The name of the file to upload.

        Returns:
            upload_status (str): The status of the file upload.
        """

        url = f"{self.base_url}system/device/fileupload"
        response = HttpMethods(self.session, url).request('POST',
                                                          files={'file': open(input_file, 'rb')},
                                                          payload={
                                                              'validity': 'valid',
                                                              'upload': 'true'
                                                          })
        ParseMethods.parse_status(response)
        return response['json']['vedgeListUploadStatus']






          

      

      

    

  

    
      
          
            
  Source code for apps.clean

"""Clean vManage Resources.
"""

import time
from vmanage.api.utilities import Utilities
from vmanage.api.central_policy import CentralPolicy
from vmanage.api.device import Device
from vmanage.api.device_templates import DeviceTemplates
from vmanage.api.feature_templates import FeatureTemplates
from vmanage.api.local_policy import LocalPolicy
from vmanage.api.security_policy import SecurityPolicy
from vmanage.api.policy_definitions import PolicyDefinitions
from vmanage.api.policy_lists import PolicyLists


[docs]class CleanVmanage(object):
    """Reset all configurations on a vManage instance.

    Executes the necessary REST calls in specific order to remove
    configurations applied to a vManage instance.

    """
    def __init__(self, session, host, port=443):
        """Initialize Reset vManage object with session parameters.

        Args:
            session (obj): Requests Session object
            host (str): hostname or IP address of vManage
            port (int): default HTTPS 443

        """

        self.session = session
        self.host = host
        self.port = port
        self.base_url = f'https://{self.host}:{self.port}/dataservice/'
        self.utilities = Utilities(self.session, self.host)
        self.central_policy = CentralPolicy(self.session, self.host)
        self.local_policy = LocalPolicy(self.session, self.host)
        self.device = Device(self.session, self.host)
        self.device_templates = DeviceTemplates(self.session, self.host)
        self.feature_templates = FeatureTemplates(self.session, self.host)
        self.sec_pol = SecurityPolicy(self.session, self.host)
        self.policy_definitions = PolicyDefinitions(self.session, self.host)
        self.policy_lists = PolicyLists(self.session, self.host)

[docs]    def active_count_delay(self):
        """Delay while there are active tasks.

        """
        activeCount = 1
        while activeCount != 0:
            time.sleep(1.0)
            data = self.utilities.get_active_count()
            activeCount = data["activeTaskCount"]


[docs]    def clean_vedge_attachments(self):
        """Clean all vedge attachments

        """
        data = self.device.get_device_list('vedges')
        for device in data:
            if (('uuid' in device) and (device['configOperationMode'] == 'vmanage')):
                deviceId = device['uuid']
                deviceType = device['deviceType']
                self.device.post_device_cli_mode(deviceId, deviceType)
        self.active_count_delay()


[docs]    def clean_vedge(self):
        """Clean all vedges

        """
        data = self.device.get_device_list('vedges')
        for device in data:
            if ('uuid' in device):
                deviceId = device['uuid']
                self.device.put_decommission_device(deviceId)
        self.active_count_delay()


[docs]    def clean_controller_attachments(self):
        """Clean all controller attachments

        """
        data = self.device.get_device_list('controllers')
        for device in data:
            if (('uuid' in device) and (device['configOperationMode'] == 'vmanage')):
                deviceId = device['uuid']
                deviceType = device['deviceType']
                self.device.post_device_cli_mode(deviceId, deviceType)
                # Requires pause between controllers
                self.active_count_delay()
        self.active_count_delay()


[docs]    def clean_device_templates(self):
        """Clean all device templates

        """
        data = self.device_templates.get_device_templates()
        for device in data:
            if 'factoryDefault' in device and device['factoryDefault'] is not True:
                templateId = device['templateId']
                self.device_templates.delete_device_template(templateId)
        self.active_count_delay()


[docs]    def clean_feature_templates(self):
        """Clean all feature templates

        """
        data = self.feature_templates.get_feature_templates()
        for device in data:
            #pylint: disable=no-else-continue
            if device['factoryDefault']:
                continue
            else:
                templateId = device['templateId']
                self.feature_templates.delete_feature_template(templateId)
        self.active_count_delay()


[docs]    def clean_central_policy(self):
        """Clean all central policy

        """
        data = self.central_policy.get_central_policy()
        for policy in data:
            policy_id = policy['policyId']
            if policy['isPolicyActivated']:
                action_id = self.central_policy.deactivate_central_policy(policy_id)
                if action_id:
                    self.utilities.waitfor_action_completion(action_id)
            self.central_policy.delete_central_policy(policy_id)
        self.active_count_delay()


[docs]    def clean_local_policy(self):
        """Clean all local policy

        """
        data = self.local_policy.get_local_policy()
        for policy in data:
            policyId = policy['policyId']
            self.local_policy.delete_local_policy(policyId)
        self.active_count_delay()


[docs]    def clean_policy_definitions(self):
        """Clean all policy definitions

        """
        policy_definition_list = self.policy_definitions.get_policy_definition_list()
        for policy_definition in policy_definition_list:
            self.policy_definitions.delete_policy_definition(policy_definition['type'],
                                                             policy_definition['definitionId'])
        self.active_count_delay()


[docs]    def clean_policy_lists(self):
        """Clean all policy lists

        """
        policy_list_list = self.policy_lists.get_policy_list_list()
        for policy_list in policy_list_list:
            if not policy_list['readOnly'] and policy_list['owner'] != 'system':
                self.policy_lists.delete_policy_list(policy_list['type'], policy_list['listId'])
        self.active_count_delay()


[docs]    def clean_security_policy(self):
        """Clean all security policy

        """
        version = self.utilities.get_vmanage_version()
        if version >= '18.2.0':
            data = self.sec_pol.get_security_policy()
            for policy in data:
                policyId = policy['policyId']
                self.sec_pol.delete_security_policy(policyId)
            self.active_count_delay()


        # # Step 11 - Delete All UTD Specific Security Policies
        # version = self.utilities.get_vmanage_version()
        # definitionList = []
        # # TODO: implement a proper semver comparison, this will fail if version is 18.30.0
        # if version >= '18.4.0':
        #     definitionList = [
        #         'zonebasedfw', 'urlfiltering', 'dnssecurity', 'intrusionprevention', 'advancedMalwareProtection'
        #     ]
        # #pylint: disable=chained-comparison
        # if version < '18.4.0' and version >= '18.2.0':
        #     definitionList = ['zonebasedfw']

        # if definitionList:
        #     for definition in definitionList:
        #         data = self.sec_pol.get_security_definition(definition)
        #         if data:
        #             for policy in data:
        #                 definitionId = policy['definitionId']
        #                 self.sec_pol.delete_security_definition(definition, definitionId)
        # self.active_count_delay()

        # # Step 12 - Delete All Lists

        # data = self.pol_lists.get_policy_list_all()
        # for policy_list in data:
        #     owner = policy_list['owner']

        #     if owner != 'system':
        #         listType = policy_list['type'].lower()
        #         listId = policy_list['listId']
        #         self.pol_lists.delete_policy_list(listType, listId)

[docs]    def clean_all(self):
        """Clean everything in vManage

        """
        # Step 1 - Deactivate Central Policy
        self.clean_central_policy()

        # Step 2 - Detach vedges from template
        self.clean_vedge_attachments()

        # Step 2 - Decommission vedges
        self.clean_vedge()

        # Step 3 - Detach controllers from template
        self.clean_controller_attachments()

        # Step 4 - Delete All Device Templates
        self.clean_device_templates()

        # Step 5 - Delete All Feature Templates
        self.clean_feature_templates()

        # Step 6 - Delete All Centralized Policies
        self.clean_central_policy()

        # Step 7 - Delete All Policy Definitions
        self.clean_policy_definitions()

        # Step 8 - Delete All Policy Lists
        self.clean_policy_lists()

        # Step 9 - Delete All Local Policies
        self.clean_local_policy()

        # Step 10 - Delete All Security Policies
        self.clean_security_policy()

        return ('Reset Complete')






          

      

      

    

  

    
      
          
            
  Source code for apps.files

"""Cisco vManage Files API Methods.
"""

import json
import os
import yaml
from vmanage.api.device_templates import DeviceTemplates
from vmanage.api.feature_templates import FeatureTemplates
from vmanage.data.template_data import TemplateData
from vmanage.data.policy_data import PolicyData
from vmanage.api.policy_lists import PolicyLists
from vmanage.api.policy_definitions import PolicyDefinitions
from vmanage.api.local_policy import LocalPolicy
from vmanage.api.central_policy import CentralPolicy
from vmanage.api.security_policy import SecurityPolicy
from vmanage.api.device import Device
from vmanage.utils import list_to_dict


[docs]class Files(object):
    """Read and write data to file.


    """
    def __init__(self, session, host, port=443):
        """Initialize Files object with session parameters.

        Args:
            session (obj): Requests Session object
            host (str): hostname or IP address of vManage
            port (int): default HTTPS 443

        """

        self.session = session
        self.host = host
        self.port = port
        self.base_url = f'https://{self.host}:{self.port}/dataservice/'
        self.device_templates = DeviceTemplates(self.session, self.host, self.port)
        self.feature_templates = FeatureTemplates(self.session, self.host, self.port)
        self.template_data = TemplateData(self.session, self.host, self.port)
        self.policy_data = PolicyData(self.session, self.host, self.port)
        self.policy_lists = PolicyLists(self.session, self.host, self.port)
        self.policy_definitions = PolicyDefinitions(self.session, self.host, self.port)
        self.local_policy = LocalPolicy(self.session, self.host, self.port)
        self.central_policy = CentralPolicy(self.session, self.host, self.port)
        self.security_policy = SecurityPolicy(self.session, self.host, self.port)
        self.vmanage_device = Device(self.session, self.host, self.port)

[docs]    def export_templates_to_file(self, export_file, name_list=None, template_type=None):
        """Export templates to a file.  All object IDs will be translated to names.  Use
        a '.yml' extention to export as YAML and a '.json' extension to export as JSON.

        Args:
            export_file (str): The name of the export file
            name_list (list): List of device templates to export
            template_type (str): Template type: device or template

        """

        template_export = {}
        #pylint: disable=too-many-nested-blocks
        if template_type != 'feature':
            # Export the device templates and associated feature templates
            device_template_list = self.template_data.export_device_template_list(name_list=name_list)
            template_export.update({'vmanage_device_templates': device_template_list})
            feature_name_list = []
            if name_list:
                for device_template in device_template_list:
                    if 'generalTemplates' in device_template:
                        for general_template in device_template['generalTemplates']:
                            if 'templateName' in general_template:
                                feature_name_list.append(general_template['templateName'])
                            if 'subTemplates' in general_template:
                                for sub_template in general_template['subTemplates']:
                                    if 'templateName' in sub_template:
                                        feature_name_list.append(sub_template['templateName'])
                name_list = list(set(feature_name_list))
        # Since device templates depend on feature templates, we always add them.
        feature_template_list = self.feature_templates.get_feature_template_list(name_list=name_list)
        template_export.update({'vmanage_feature_templates': feature_template_list})

        if export_file.endswith('.json'):
            with open(export_file, 'w') as outfile:
                json.dump(template_export, outfile, indent=4, sort_keys=False)
        elif export_file.endswith('.yaml') or export_file.endswith('.yml'):
            with open(export_file, 'w') as outfile:
                yaml.dump(template_export, outfile, indent=4, sort_keys=False)
        else:
            raise Exception("File format not supported")


    #pylint: disable=unused-argument
[docs]    def import_templates_from_file(self,
                                   import_file,
                                   update=False,
                                   check_mode=False,
                                   name_list=None,
                                   template_type=None):
        """Import templates from a file.  All object Names will be translated to IDs.

        Args:
            import_file (str): The name of the import file
            name_list (list): List of device templates to export
            template_type (str): Template type: device or template
            check_mode (bool): Try the import, but don't make changes (default: False)
            update (bool): Update existing templates (default: False)

        """
        feature_template_updates = []
        device_template_updates = []
        imported_template_data = {}

        # Read in the datafile
        if not os.path.exists(import_file):
            raise Exception(f"Cannot find file {import_file}")
        with open(import_file) as f:
            if import_file.endswith('.yaml') or import_file.endswith('.yml'):
                imported_template_data = yaml.safe_load(f)
            else:
                imported_template_data = json.load(f)

        if 'vmanage_feature_templates' in imported_template_data:
            imported_feature_template_list = imported_template_data['vmanage_feature_templates']
        else:
            imported_feature_template_list = []

        imported_device_template_list = []

        #pylint: disable=too-many-nested-blocks
        if template_type != 'feature':
            # Import the device templates and associated feature templates
            if 'vmanage_device_templates' in imported_template_data:
                imported_device_template_list = imported_template_data['vmanage_device_templates']
            if name_list:
                feature_name_list = []
                pruned_device_template_list = []
                for device_template in imported_device_template_list:
                    if device_template['templateName'] in name_list:
                        pruned_device_template_list.append(device_template)
                        if 'generalTemplates' in device_template:
                            for general_template in device_template['generalTemplates']:
                                if 'templateName' in general_template:
                                    feature_name_list.append(general_template['templateName'])
                                if 'subTemplates' in general_template:
                                    for sub_template in general_template['subTemplates']:
                                        if 'templateName' in sub_template:
                                            feature_name_list.append(sub_template['templateName'])
                imported_device_template_list = pruned_device_template_list
                name_list = list(set(feature_name_list))
        # Since device templates depend on feature templates, we always add them.
        if name_list:
            pruned_feature_template_list = []
            imported_feature_template_dict = list_to_dict(imported_feature_template_list,
                                                          key_name='templateName',
                                                          remove_key=False)
            for feature_template_name in name_list:
                if feature_template_name in imported_feature_template_dict:
                    pruned_feature_template_list.append(imported_feature_template_dict[feature_template_name])
                # Otherwise, we hope the feature list is already there (e.g. Factory Default)
            imported_feature_template_list = pruned_feature_template_list

        # Process the feature templates
        feature_template_updates = self.template_data.import_feature_template_list(imported_feature_template_list,
                                                                                   check_mode=check_mode,
                                                                                   update=update)

        # Process the device templates
        device_template_updates = self.template_data.import_device_template_list(imported_device_template_list,
                                                                                 check_mode=check_mode,
                                                                                 update=update)

        return {
            'feature_template_updates': feature_template_updates,
            'device_template_updates': device_template_updates,

        }

    #
    # Policy
    #
[docs]    def export_policy_to_file(self, export_file):
        """Export policy to a file.  All object IDs will be translated to names.  Use
        a '.yml' extention to export as YAML and a '.json' extension to export as JSON.

        Args:
            export_file (str): The name of the export file

        """

        policy_lists_list = self.policy_lists.get_policy_list_list()
        policy_definitions_list = self.policy_data.export_policy_definition_list()
        central_policies_list = self.policy_data.export_central_policy_list()
        local_policies_list = self.local_policy.get_local_policy_list()
        security_policies_list = self.policy_data.export_security_policy_list()

        policy_export = {
            'vmanage_policy_lists': policy_lists_list,
            'vmanage_policy_definitions': policy_definitions_list,
            'vmanage_central_policies': central_policies_list,
            'vmanage_local_policies': local_policies_list,
            'vmanage_security_policies': security_policies_list
        }

        if export_file.endswith('.json'):
            with open(export_file, 'w') as outfile:
                json.dump(policy_export, outfile, indent=4, sort_keys=False)
        elif export_file.endswith(('.yaml', 'yml')):
            with open(export_file, 'w') as outfile:
                yaml.dump(policy_export, outfile, default_flow_style=False)
        else:
            raise Exception("File format not supported")


[docs]    def import_policy_from_file(self, file, update=False, check_mode=False, push=False):
        """Import policy from a file.  All object Names will be translated to IDs.

        Args:
            import_file (str): The name of the import file
            check_mode (bool): Try the import, but don't make changes (default: False)
            update (bool): Update existing templates (default: False)
            push (bool): Push tempaltes to devices if changed (default: False)

        """

        policy_list_updates = []
        policy_definition_updates = []
        central_policy_updates = []
        local_policy_updates = []
        security_policy_updates = []

        # Read in the datafile
        if not os.path.exists(file):
            raise Exception('Cannot find file {0}'.format(file))
        with open(file) as f:
            if file.endswith('.yaml') or file.endswith('.yml'):
                policy_data = yaml.safe_load(f)
            else:
                policy_data = json.load(f)

        # Separate the feature template data from the device template data
        if 'vmanage_policy_lists' in policy_data:
            policy_list_data = policy_data['vmanage_policy_lists']
        else:
            policy_list_data = []
        if 'vmanage_policy_definitions' in policy_data:
            policy_definition_data = policy_data['vmanage_policy_definitions']
        else:
            policy_definition_data = []
        if 'vmanage_central_policies' in policy_data:
            central_policy_data = policy_data['vmanage_central_policies']
        else:
            central_policy_data = []
        if 'vmanage_local_policies' in policy_data:
            local_policy_data = policy_data['vmanage_local_policies']
        else:
            local_policy_data = []
        if 'vmanage_security_policies' in policy_data:
            security_policy_data = policy_data['vmanage_security_policies']
        else:
            security_policy_data = []

        policy_list_updates = self.policy_data.import_policy_list_list(policy_list_data,
                                                                       check_mode=check_mode,
                                                                       update=update,
                                                                       push=push)

        self.policy_lists.clear_policy_list_cache()

        policy_definition_updates = self.policy_data.import_policy_definition_list(policy_definition_data,
                                                                                   check_mode=check_mode,
                                                                                   update=update,
                                                                                   push=push)
        central_policy_updates = self.policy_data.import_central_policy_list(central_policy_data,
                                                                             check_mode=check_mode,
                                                                             update=update,
                                                                             push=push)
        local_policy_updates = self.policy_data.import_local_policy_list(local_policy_data,
                                                                         check_mode=check_mode,
                                                                         update=update,
                                                                         push=push)
        security_policy_updates = self.policy_data.import_security_policy_list(security_policy_data,
                                                                               check_mode=check_mode,
                                                                               update=update,
                                                                               push=push)

        return {
            'policy_list_updates': policy_list_updates,
            'policy_definition_updates': policy_definition_updates,
            'central_policy_updates': central_policy_updates,
            'local_policy_updates': local_policy_updates,
            'security_policy_updates': security_policy_updates

        }

[docs]    def export_attachments_to_file(self, export_file, name_list=None, device_type=None):
        """Export attachments to a file.  All object IDs will be translated to names.  Use
        a '.yml' extention to export as YAML and a '.json' extension to export as JSON.

        Args:
            export_file (str): The name of the export file

        """

        if name_list is None:
            name_list = []

        device_template_dict = self.device_templates.get_device_template_dict()

        attachments_list = []
        # Create a device config of the right type of things
        device_list = []
        if device_type in (None, 'controllers'):
            device_list = self.vmanage_device.get_device_config_list('controllers')
        if device_type in (None, 'vedges'):
            edge_list = self.vmanage_device.get_device_config_list('vedges')
            device_list = device_list + edge_list

        for device_config in device_list:
            if 'configStatusMessage' in device_config and device_config['configStatusMessage'] != 'In Sync':
                continue
            if 'template' in device_config:
                if device_config['template'] in device_template_dict:
                    template_id = device_template_dict[device_config['template']]['templateId']
                else:
                    raise Exception(f"Could not find ID for template {device_config['template']}")
                if name_list == [] or device_config.get('host-name') in name_list:
                    variable_dict = {}
                    template_input = self.device_templates.get_template_input(template_id,
                                                                              device_id_list=[device_config['uuid']])
                    data = template_input['data'][0]
                    for column in template_input['columns']:
                        variable_dict[column['variable']] = data[column['property']]
                    entry = {
                        'host_name': device_config.get('host-name'),
                        'device_type': device_config['deviceType'],
                        'uuid': device_config['chasisNumber'],
                        'system_ip': device_config['deviceIP'],
                        'site_id': device_config.get('site-id'),
                        'template': device_config['template'],
                        'variables': variable_dict
                    }
                    attachments_list.append(entry)

        attachment_export = {'vmanage_attachments': attachments_list}
        if export_file.endswith('.json'):
            with open(export_file, 'w') as outfile:
                json.dump(attachment_export, outfile, indent=4, sort_keys=False)
        elif export_file.endswith(('.yaml', 'yml')):
            with open(export_file, 'w') as outfile:
                yaml.dump(attachment_export, outfile, indent=4, sort_keys=False)
        else:
            raise Exception("File format not supported")
        return (len(attachments_list))


[docs]    def import_attachments_from_file(self, import_file, update=False, check_mode=False, name_list=None):
        """Import attachments from a file.  All object Names will be translated to IDs.

        Args:
            import_file (str): The name of the import file
            check_mode (bool): Try the import, but don't make changes (default: False)
            update (bool): Update existing templates (default: False)

        """

        template_data = {}
        # Read in the datafile
        if not os.path.exists(import_file):
            raise Exception(f"Cannot find file {import_file}")
        with open(import_file) as f:
            if import_file.endswith('.yaml') or import_file.endswith('.yml'):
                template_data = yaml.safe_load(f)
            else:
                template_data = json.load(f)

        imported_attachment_list = []
        if 'vmanage_attachments' in template_data:
            for attachment in template_data['vmanage_attachments']:
                if name_list is None or attachment['host_name'] in name_list:
                    imported_attachment_list.append(attachment)

        # Process the device templates
        result = self.template_data.import_attachment_list(imported_attachment_list,
                                                           check_mode=check_mode,
                                                           update=update)
        return result






          

      

      

    

  

    
      
          
            
  Source code for data.parse_methods

"""Parse Methods for Data Returned by Cisco vManage.
"""

[docs]VALID_STATUS_CODES = [200, 201, 202, 203, 204, 205, 206, 207, 208, 226]



[docs]class ParseMethods:
    """Reset all configuratios on a vManage instance.

    Executes the necessary REST calls in specific order to remove
    configurations applied to a vManage instance.

    """
    @staticmethod
[docs]    def parse_data(response):
        """Parse data and provide error handling for missing data.

        Args:
            response (obj): Requests response object

        Returns:
            result (dict): All data associated with a response.

        Raises:
            Exception: Provides error message and details of issue.
        """

        if response['json'] and 'data' in response['json']:
            result = response['json']['data']
        else:
            error = response['error']
            result = response['details']
            raise Exception(f'{error}: {result}')
        return result


    @staticmethod
[docs]    def parse_status(response):
        """Retrieve status code for transactions that do not receive
        a response.

        Args:
            response (obj): Requests response object

        Returns:
            result (dict): All data associated with a response.

        """
        if response['status_code'] in VALID_STATUS_CODES:
            result = response['status_code']
        else:
            status = response['status']
            result = response['status_code']
            raise RuntimeError(f'{status}: {result}')
        return result


    @staticmethod
[docs]    def parse_config(response):
        """Parse config and provide error handling for missing data.

        Args:
            response (obj): Requests response object

        Returns:
            result (dict): All data associated with a response.

        Raises:
            Exception: Provides error message and details of issue.
        """

        if response['json'] and 'config' in response['json']:
            result = response['json']['config']
        else:
            error = response['error']
            result = response['details']
            raise RuntimeError(f'{error}: {result}')
        return result


    @staticmethod
[docs]    def parse_id(response):
        """Parse id and provide error handling for missing data.

        Args:
            response (obj): Requests response object

        Returns:
            result (dict): All data associated with a response.

        Raises:
            Exception: Provides error message and details of issue.
        """

        if response['json'] and 'id' in response['json']:
            result = response['json']['id']
        else:
            error = response['error']
            result = response['details']
            raise RuntimeError(f'{error}: {result}')
        return result






          

      

      

    

  

    
      
          
            
  Source code for data.policy_data

"""Cisco vManage Policy Methods.
"""

import dictdiffer
from vmanage.api.policy_lists import PolicyLists
from vmanage.api.policy_definitions import PolicyDefinitions
from vmanage.api.local_policy import LocalPolicy
from vmanage.api.central_policy import CentralPolicy
from vmanage.api.device_templates import DeviceTemplates
from vmanage.api.security_policy import SecurityPolicy


[docs]class PolicyData(object):
    """Methods that deal with importing, exporting, and manipulating data from policies.

    """
    def __init__(self, session, host, port=443):
        """Initialize Policy Method object with session parameters.

        Args:
            session (obj): Requests Session object
            host (str): hostname or IP address of vManage
            port (int): default HTTPS 443

        """

        self.session = session
        self.host = host
        self.port = port
        self.base_url = f'https://{self.host}:{self.port}/dataservice/'
        self.policy_lists = PolicyLists(self.session, self.host, self.port)
        self.policy_definitions = PolicyDefinitions(self.session, self.host, self.port)
        self.local_policy = LocalPolicy(self.session, self.host, self.port)
        self.central_policy = CentralPolicy(self.session, self.host, self.port)
        self.security_policy = SecurityPolicy(self.session, self.host, self.port)

    #pylint: disable=unused-argument
[docs]    def import_policy_list_list(self, policy_list_list, push=False, update=False, check_mode=False, force=False):
        """Import a list of policyies lists into vManage.  Object Names are translated to IDs.

        Args:
            policy_list_list: A list of polcies
            push (bool): Whether to push a change out
            update (bool): Whether to update when the list exists
            check_mode (bool): Report what updates would happen, but don't update

        Returns:
            result (dict): All data associated with a response.

        """

        # Policy Lists
        diff = []
        policy_list_updates = []
        #pylint: disable=too-many-nested-blocks
        for policy_list in policy_list_list:
            policy_list_dict = self.policy_lists.get_policy_list_dict(policy_list['type'],
                                                                      remove_key=False,
                                                                      cache=False)
            if policy_list['name'] in policy_list_dict:
                existing_list = policy_list_dict[policy_list['name']]
                diff_ignore = set([
                    'listId', 'referenceCount', 'references', 'owner', 'lastUpdated', 'activatedId', 'policyId',
                    'isActivatedByVsmart'
                ])
                diff = list(dictdiffer.diff(existing_list, policy_list, ignore=diff_ignore))
                if diff:
                    policy_list_updates.append({'name': policy_list['name'], 'diff': diff})
                    policy_list['listId'] = policy_list_dict[policy_list['name']]['listId']
                    # If description is not specified, try to get it from the existing information
                    if not policy_list['description']:
                        policy_list['description'] = policy_list_dict[policy_list['name']]['description']
                    if not check_mode and update:
                        response = self.policy_lists.update_policy_list(policy_list)

                        if response['json']:
                            # Updating the policy list returns a `processId` that locks the list and 'masterTemplatesAffected'
                            # that lists the templates affected by the change.
                            if 'error' in response['json']:
                                raise RuntimeError(response['json']['error']['message'])
                            elif 'processId' in response['json']:
                                if push:
                                    vmanage_device_templates = DeviceTemplates(self.session, self.host)
                                    # If told to push out the change, we need to reattach each template affected by the change
                                    for template_id in response['json']['masterTemplatesAffected']:
                                        obj = vmanage_device_templates.get_device_template_object(template_id)
                                        vmanage_device_templates.reattach_device_template(
                                            template_id, obj['configType'])
                            else:
                                raise RuntimeError("Did not get a process id when updating policy list")
            else:
                diff = list(dictdiffer.diff({}, policy_list))
                policy_list_updates.append({'name': policy_list['name'], 'diff': diff})
                if not check_mode:
                    self.policy_lists.add_policy_list(policy_list)

        return policy_list_updates


[docs]    def convert_list_name_to_id(self, name_list):
        """Convert policy list from names to IDs in object.

        Args:
            name_list (list): Object

        """
        if isinstance(name_list, dict):
            for key, value in list(name_list.items()):
                if key.endswith(
                        'List') and key != "signatureWhiteList" and key != "urlWhiteList" and key != "urlBlackList":
                    t = key[0:len(key) - 4]
                    policy_list = self.policy_lists.get_policy_list_by_name(value, policy_list_type=t)
                    if policy_list:
                        name_list[key] = policy_list['listId']
                    else:
                        raise RuntimeError(f"Could not find id for list {value}, type {t}")
                elif key.endswith('Lists'):
                    t = key[0:len(key) - 5]
                    new_list = []
                    for list_name in value:
                        policy_list = self.policy_lists.get_policy_list_by_name(list_name, policy_list_type=t)
                        if policy_list:
                            list_id = policy_list['listId']
                            new_list.append(list_id)
                        else:
                            raise RuntimeError(f"Could not find id for list {list_name}, type {t}")
                    name_list[key] = new_list
                elif key.endswith('Zone'):
                    if value == 'Self Zone':
                        name_list[key] = 'self'
                    policy_list = self.policy_lists.get_policy_list_by_name(value, 'zone')
                    if policy_list:
                        name_list[key] = policy_list['listId']
                    else:
                        raise RuntimeError(f"Could not find id for list {value}, type zone")
                elif key == 'listName':
                    if 'listType' in name_list:
                        policy_list = self.policy_lists.get_policy_list_by_name(name_list['listName'],
                                                                                policy_list_type=name_list['listType'])
                    else:
                        raise RuntimeError(f"Could not find type for list {name_list['listName']}")
                    if policy_list and 'listId' in policy_list:
                        name_list['ref'] = policy_list['listId']
                        name_list.pop('listName')
                        name_list.pop('listType')
                    else:
                        raise RuntimeError(
                            f"Could not find id for list {name_list['listName']}, type {name_list['listType']}")
                elif key == 'className':
                    if 'classType' in name_list:
                        policy_list = self.policy_lists.get_policy_list_by_name(name_list['className'],
                                                                                policy_list_type=name_list['classType'])
                    else:
                        raise RuntimeError(f"Could not find type for list {name_list['className']}")
                    if policy_list and 'listId' in policy_list:
                        name_list['class'] = policy_list['listId']
                        name_list.pop('className')
                        name_list.pop('classType')
                    else:
                        raise RuntimeError(
                            f"Could not find id for list {name_list['className']}, type {name_list['classType']}")
                else:
                    self.convert_list_name_to_id(value)
        elif isinstance(name_list, list):
            for item in name_list:
                self.convert_list_name_to_id(item)


[docs]    def convert_list_id_to_name(self, id_list):
        """Convert policy list from IDs to names in object.

        Args:
            id_list (list): Object

        """
        if isinstance(id_list, dict):
            for key, value in list(id_list.items()):
                if key.endswith(
                        'List') and key != "signatureWhiteList" and key != "urlWhiteList" and key != "urlBlackList":
                    t = key[0:len(key) - 4]
                    val = value
                    if isinstance(value, list):
                        val = value[0]
                    policy_list = self.policy_lists.get_policy_list_by_id(val, policy_list_type=t)
                    if policy_list:
                        id_list[key] = policy_list['name']
                    else:
                        raise RuntimeError(f"Could not find name for list id {val}, type {t}")
                elif key.endswith('Lists'):
                    t = key[0:len(key) - 5]
                    new_list = []
                    for list_id in value:
                        policy_list = self.policy_lists.get_policy_list_by_id(list_id, policy_list_type=t)
                        if policy_list:
                            list_name = policy_list['name']
                            new_list.append(list_name)
                        else:
                            raise RuntimeError(f"Could not find name for list id {list_id}, type {t}")
                    id_list[key] = new_list
                elif key.endswith('Zone'):
                    if value == 'self':
                        id_list[key] = 'Self Zone'
                    else:
                        policy_list = self.policy_lists.get_policy_list_by_id(value, 'zone')
                        if policy_list:
                            id_list[key] = policy_list['name']
                        else:
                            raise RuntimeError(f"Could not find name for list {value}, type zone")
                elif key == 'ref':
                    policy_list = self.policy_lists.get_policy_list_by_id(id_list['ref'])
                    if policy_list:
                        id_list['listName'] = policy_list['name']
                        id_list['listType'] = policy_list['type']
                        id_list.pop('ref')
                    else:
                        raise RuntimeError(f"Could not find name for list {id_list['ref']}")
                elif key == 'class':
                    policy_list = self.policy_lists.get_policy_list_by_id(id_list['class'])
                    if policy_list:
                        id_list['className'] = policy_list['name']
                        id_list['classType'] = policy_list['type']
                        id_list.pop('class')
                    else:
                        raise RuntimeError(f"Could not find name for list {id_list['class']}")
                else:
                    self.convert_list_id_to_name(value)
        elif isinstance(id_list, list):
            for item in id_list:
                self.convert_list_id_to_name(item)


[docs]    def convert_sequences_to_id(self, sequence_list):
        """Convert sequence entries from IDs to names in object.

        Args:
            sequence_list (list): Sequence list

        """
        for sequence in sequence_list:
            if 'match' in sequence and 'entries' in sequence['match']:
                for entry in sequence['match']['entries']:
                    if 'listName' in entry:
                        policy_list_dict = self.policy_lists.get_policy_list_dict(entry['listType'])
                        if entry['listName'] in policy_list_dict:
                            entry['ref'] = policy_list_dict[entry['listName']]['listId']
                            entry.pop('listName')
                            entry.pop('listType')
                        else:
                            raise RuntimeError("Could not find list {0} of type {1}".format(
                                entry['listName'], entry['listType']))


[docs]    def convert_definition_id_to_name(self, policy_definition):
        """Convert policy_definition from IDs to names in object.

        Args:
            policy_definition (list): Sequence list

        """
        if 'assembly' in policy_definition and policy_definition['assembly']:
            for assembly_item in policy_definition['assembly']:
                policy_definition_detail = self.policy_definitions.get_policy_definition(
                    assembly_item['type'].lower(), assembly_item['definitionId'])
                definition_id = assembly_item.pop('definitionId')
                if policy_definition_detail:
                    assembly_item['definitionName'] = policy_definition_detail['name']
                else:
                    raise RuntimeError("Cannot find policy definition for {0}".format(definition_id))
                if 'entries' in assembly_item:
                    # Translate list IDs to names
                    self.convert_list_id_to_name(assembly_item['entries'])


[docs]    def convert_definition_name_to_id(self, policy_definition):
        """Convert policy_definition from names to IDs in object.

        Args:
            policy_definition (list): Sequence list

        """
        if 'assembly' in policy_definition and policy_definition['assembly']:
            for assembly_item in policy_definition['assembly']:
                if assembly_item['definitionName']:
                    definition_name = assembly_item.pop('definitionName')
                policy_definition_dict = self.policy_definitions.get_policy_definition_dict(assembly_item['type'])
                if definition_name in policy_definition_dict:
                    assembly_item['definitionId'] = policy_definition_dict[definition_name]['definitionId']
                else:
                    raise RuntimeError("Cannot find policy definition {0}".format(definition_name))
                if 'entries' in assembly_item:
                    self.convert_list_name_to_id(assembly_item['entries'])


[docs]    def convert_policy_definition_to_name(self, policy_definition):
        """Convert policy_definition objects from IDs to names

        Args:
            policy_definition (list): Sequence list

        Returns:
            result (dict): The converted policy definition

        """
        converted_policy_definition = policy_definition
        if 'definition' in policy_definition:
            self.convert_list_id_to_name(policy_definition['definition'])
        if 'sequences' in policy_definition:
            self.convert_list_id_to_name(policy_definition['sequences'])
        if 'rules' in policy_definition:
            self.convert_list_id_to_name(policy_definition['rules'])

        return converted_policy_definition


[docs]    def convert_policy_definition_to_id(self, policy_definition):
        """Convert policy_definition objects from names to IDs

        Args:
            policy_definition (list): Sequence list

        Returns:
            result (dict): The converted policy definition

        """
        converted_policy_definition = policy_definition
        if 'definition' in policy_definition:
            self.convert_list_name_to_id(policy_definition['definition'])
        if 'sequences' in policy_definition:
            self.convert_list_name_to_id(policy_definition['sequences'])
        if 'rules' in policy_definition:
            self.convert_list_name_to_id(policy_definition['rules'])

        return converted_policy_definition


[docs]    def export_policy_definition_list(self, definition_type='all'):
        """Export Policy Definition Lists from vManage, translating IDs to Names.

        Args:
            definition_type (string): The type of Definition List to retreive

        Returns:
            response (list): A list of all definition lists currently
                in vManage.

        """

        policy_definition_list = self.policy_definitions.get_policy_definition_list(definition_type)
        export_definition_list = []
        for policy_definition in policy_definition_list:
            definition_detail = self.policy_definitions.get_policy_definition(policy_definition['type'],
                                                                              policy_definition['definitionId'])
            converted_policy_definition = self.convert_policy_definition_to_name(definition_detail)
            export_definition_list.append(converted_policy_definition)

        return export_definition_list


    #pylint: disable=unused-argument
[docs]    def import_policy_definition_list(self,
                                      policy_definition_list,
                                      update=False,
                                      push=False,
                                      check_mode=False,
                                      force=False):
        """Import Policy Definitions into vManage.  Object names are converted to IDs.

        Returns:
            response (dict): A list of all policy lists currently
                in vManage.

        """
        policy_definition_updates = []
        #pylint: disable=too-many-nested-blocks
        for definition in policy_definition_list:
            policy_definition_dict = self.policy_definitions.get_policy_definition_dict(definition['type'],
                                                                                        remove_key=False)
            diff = []
            payload = {
                "name": definition['name'],
                "description": definition['description'],
                "type": definition['type'],
            }
            if 'defaultAction' in definition:
                payload.update({'defaultAction': definition['defaultAction']})
            if 'sequences' in definition:
                payload.update({'sequences': definition['sequences']})
            if 'definition' in definition:
                payload.update({'definition': definition['definition']})

            if definition['name'] in policy_definition_dict:
                existing_definition = self.convert_policy_definition_to_name(policy_definition_dict[definition['name']])
                # Just check the things that we care about changing.
                diff_ignore = set([
                    'lastUpdated', 'definitionId', 'referenceCount', 'references', 'owner', 'isActivatedByVsmart',
                    'infoTag', 'activatedId'
                ])
                diff = list(dictdiffer.diff(existing_definition, payload, ignore=diff_ignore))
                if diff:
                    converted_definition = self.convert_policy_definition_to_id(definition)
                    policy_definition_updates.append({'name': converted_definition['name'], 'diff': diff})
                    if not check_mode and update:
                        response = self.policy_definitions.update_policy_definition(
                            converted_definition, policy_definition_dict[converted_definition['name']]['definitionId'])

                        if response['json']:
                            # Updating the policy defin returns a `processId` that locks the list and 'masterTemplatesAffected'
                            # that lists the templates affected by the change.
                            if 'error' in response['json']:
                                raise RuntimeError(response['json']['error']['message'])
                            elif 'processId' in response['json']:
                                if push:
                                    vmanage_device_templates = DeviceTemplates(self.session, self.host)
                                    # If told to push out the change, we need to reattach each template affected by the change
                                    for template_id in response['json']['masterTemplatesAffected']:
                                        obj = vmanage_device_templates.get_device_template_object(template_id)
                                        vmanage_device_templates.reattach_device_template(
                                            template_id, obj['configType'])
                            else:
                                raise RuntimeError("Did not get a process id when updating policy definition")
            else:
                # Policy definition does not exist
                diff = list(dictdiffer.diff({}, payload))
                policy_definition_updates.append({'name': definition['name'], 'diff': diff})
                converted_definition = self.convert_policy_definition_to_id(definition)
                if not check_mode:
                    self.policy_definitions.add_policy_definition(converted_definition)

        return policy_definition_updates


[docs]    def convert_policy_to_name(self, policy_item):
        """Convert policy items from IDs to names

        Args:
            definition_type (string): Policy item

        Returns:
            response (dict): The converted policy item

        """
        if 'policyDefinition' in policy_item:
            converted_policy_item = policy_item
            self.convert_definition_id_to_name(converted_policy_item['policyDefinition'])
            return converted_policy_item
        return policy_item


[docs]    def convert_policy_to_id(self, policy_item):
        """Convert policy items from names IDs

        Args:
            definition_type (string): Policy item

        Returns:
            response (dict): The converted policy item

        """
        if 'policyDefinition' in policy_item:
            converted_policy_item = policy_item
            self.convert_definition_name_to_id(converted_policy_item['policyDefinition'])
            return converted_policy_item
        return policy_item


[docs]    def export_local_policy_list(self):
        """Export Local Policies from vManage.  Object IDs are converted to names.

        Returns:
            response (dict): A list of all policy lists currently
                in vManage.

        """
        export_policy_list = []
        local_policy_list = self.local_policy.get_local_policy_list()
        for local_policy in local_policy_list:
            converted_policy_definition = self.convert_policy_to_name(local_policy)
            export_policy_list.append(converted_policy_definition)

        return export_policy_list


    #pylint: disable=unused-argument
[docs]    def import_local_policy_list(self, local_policy_list, update=False, push=False, check_mode=False, force=False):
        """Import Local Policies into vManage.  Object names are converted to IDs.

        Returns:
            response (dict): A list of all policy lists currently
                in vManage.

        """
        local_policy_dict = self.local_policy.get_local_policy_dict(remove_key=False)
        diff = []
        local_policy_updates = []
        #pylint: disable=too-many-nested-blocks
        for local_policy in local_policy_list:
            payload = {'policyName': local_policy['policyName']}
            payload['policyDescription'] = local_policy['policyDescription']
            payload['policyType'] = local_policy['policyType']
            payload['policyDefinition'] = local_policy['policyDefinition']
            if payload['policyName'] in local_policy_dict:
                # A policy by that name already exists
                existing_policy = self.convert_policy_to_name(local_policy_dict[payload['policyName']])
                diff_ignore = set([
                    'lastUpdated', 'policyVersion', 'createdOn', 'references', 'isPolicyActivated', '@rid', 'policyId',
                    'createdBy', 'lastUpdatedBy', 'lastUpdatedOn', 'mastersAttached', 'policyDefinitionEdit',
                    'devicesAttached'
                ])
                diff = list(dictdiffer.diff(existing_policy, payload, ignore=diff_ignore))
                if diff:
                    local_policy_updates.append({'name': local_policy['policyName'], 'diff': diff})
                    if 'policyDefinition' in payload:
                        self.convert_definition_name_to_id(payload['policyDefinition'])
                    if not check_mode and update:
                        response = self.local_policy.update_local_policy(payload, existing_policy['policyId'])

                        if response['json']:
                            # Updating the policy defin returns a `processId` that locks the list and 'masterTemplatesAffected'
                            # that lists the templates affected by the change.
                            if 'error' in response['json']:
                                raise RuntimeError(response['json']['error']['message'])
                            elif 'processId' in response['json']:
                                if push:
                                    vmanage_device_templates = DeviceTemplates(self.session, self.host)
                                    # If told to push out the change, we need to reattach each template affected by the change
                                    vmanage_device_templates.reattach_multi_device_templates(
                                        response['json']['masterTemplatesAffected'])
                            else:
                                raise RuntimeError("Did not get a process id when updating local policy")
            else:
                diff = list(dictdiffer.diff({}, payload['policyDefinition']))
                local_policy_updates.append({'name': local_policy['policyName'], 'diff': diff})
                if 'policyDefinition' in payload:
                    # Convert list and definition names to template IDs
                    self.convert_definition_name_to_id(payload['policyDefinition'])
                if not check_mode:
                    self.local_policy.add_local_policy(payload)
        return local_policy_updates


[docs]    def export_central_policy_list(self):
        """Export Central Policies from vManage, converting IDs to names.

        Returns:
            response (dict): A list of all policy lists currently
                in vManage.

        """

        export_policy_list = []
        central_policy_list = self.central_policy.get_central_policy_list()
        for central_policy in central_policy_list:
            converted_policy_definition = self.convert_policy_to_name(central_policy)
            export_policy_list.append(converted_policy_definition)

        return export_policy_list


    #pylint: disable=unused-argument
[docs]    def import_central_policy_list(self, central_policy_list, update=False, push=False, check_mode=False, force=False):
        """Import Central Policies into vManage.  Object names are converted to IDs.

        Returns:
            response (dict): A list of all policy lists currently
                in vManage.

        """
        central_policy_dict = self.central_policy.get_central_policy_dict(remove_key=False)
        diff = []
        central_policy_updates = []
        #pylint: disable=too-many-nested-blocks
        for central_policy in central_policy_list:
            payload = {'policyName': central_policy['policyName']}
            payload['policyDescription'] = central_policy['policyDescription']
            payload['policyType'] = central_policy['policyType']
            payload['policyDefinition'] = central_policy['policyDefinition']
            if payload['policyName'] in central_policy_dict:
                # A policy by that name already exists
                existing_policy = self.convert_policy_to_name(central_policy_dict[payload['policyName']])
                diff_ignore = set([
                    'lastUpdated', 'policyVersion', 'createdOn', 'references', 'isPolicyActivated', '@rid', 'policyId',
                    'createdBy', 'lastUpdatedBy', 'lastUpdatedOn'
                ])
                diff = list(dictdiffer.diff(existing_policy, payload, ignore=diff_ignore))
                if diff:
                    central_policy_updates.append({'name': central_policy['policyName'], 'diff': diff})
                    # Convert list and definition names to template IDs
                    converted_payload = self.convert_policy_to_id(payload)
                    if not check_mode and update:
                        response = self.central_policy.update_central_policy(converted_payload,
                                                                             existing_policy['policyId'])

                        if response['json']:
                            # Updating the policy list returns a `processId` that locks the list and 'masterTemplatesAffected'
                            # that lists the templates affected by the change.
                            if 'error' in response['json']:
                                raise RuntimeError(response['json']['error']['message'])
                            elif 'deviceId' in response['json'][0]:
                                if push:
                                    self.central_policy.reactivate_central_policy(existing_policy['policyId'])
                            else:
                                raise RuntimeError("Did not get a deviceid when updating central policy")
            else:
                diff = list(dictdiffer.diff({}, payload['policyDefinition']))
                central_policy_updates.append({'name': central_policy['policyName'], 'diff': diff})
                if not check_mode:
                    # Convert list and definition names to template IDs
                    converted_payload = self.convert_policy_to_id(payload)
                    self.central_policy.add_central_policy(converted_payload)
        return central_policy_updates


[docs]    def export_security_policy_list(self):
        """Export Security Policies from vManage, converting IDs to names.

        Returns:
            response (dict): A list of all policy lists currently
                in vManage.

        """

        export_policy_list = []
        security_policy_list = self.security_policy.get_security_policy_list()
        for security_policy in security_policy_list:
            converted_policy_definition = self.convert_policy_to_name(security_policy)
            export_policy_list.append(converted_policy_definition)

        return export_policy_list


[docs]    def import_security_policy_list(self,
                                    security_policy_list,
                                    update=False,
                                    push=False,
                                    check_mode=False,
                                    force=False):
        """Import Security Policies into vManage.  Object names are converted to IDs.

        Returns:
            response (dict): A list of all policy lists currently
                in vManage.

        """
        security_policy_dict = self.security_policy.get_security_policy_dict(remove_key=False)
        diff = []
        security_policy_updates = []
        for security_policy in security_policy_list:
            payload = {'policyName': security_policy['policyName']}
            payload['policyDescription'] = security_policy['policyDescription']
            payload['policyType'] = security_policy['policyType']
            payload['policyDefinition'] = security_policy['policyDefinition']
            if payload['policyName'] in security_policy_dict:
                # A policy by that name already exists
                existing_policy = self.convert_policy_to_name(security_policy_dict[payload['policyName']])
                diff_ignore = set([
                    'lastUpdated', 'policyVersion', 'createdOn', 'references', 'isPolicyActivated', '@rid', 'policyId',
                    'createdBy', 'lastUpdatedBy', 'lastUpdatedOn', 'policyDefinitionEdit', 'mastersAttached',
                    'devicesAttached', 'supportedDevices', 'virtualApplicationTemplates', 'policyUseCase'
                ])
                diff = list(dictdiffer.diff(existing_policy, payload, ignore=diff_ignore))
                if diff:
                    security_policy_updates.append({'name': security_policy['policyName'], 'diff': diff})
                    # Convert list and definition names to template IDs
                    converted_payload = self.convert_policy_to_id(payload)
                    if not check_mode and update:
                        self.security_policy.update_security_policy(converted_payload, existing_policy['policyId'])
            else:
                diff = list(dictdiffer.diff({}, payload['policyDefinition']))
                security_policy_updates.append({'name': security_policy['policyName'], 'diff': diff})
                if not check_mode:
                    # Convert list and definition names to template IDs
                    converted_payload = self.convert_policy_to_id(payload)
                    self.security_policy.add_security_policy(converted_payload)
        return security_policy_updates






          

      

      

    

  

    
      
          
            
  Source code for data.template_data

"""Cisco vManage Templates Methods.
"""

import dictdiffer
from vmanage.api.feature_templates import FeatureTemplates
from vmanage.api.device_templates import DeviceTemplates
from vmanage.api.utilities import Utilities
from vmanage.api.device import Device
from vmanage.api.local_policy import LocalPolicy
from vmanage.api.security_policy import SecurityPolicy


[docs]class TemplateData(object):
    """Methods that deal with importing, exporting, and converting data from templates.


    """
    def __init__(self, session, host, port=443):
        """Initialize Templates Method object with session parameters.

        Args:
            session (obj): Requests Session object
            host (str): hostname or IP address of vManage
            port (int): default HTTPS 443

        """

        self.session = session
        self.host = host
        self.port = port
        self.base_url = f'https://{self.host}:{self.port}/dataservice/'
        self.device_templates = DeviceTemplates(self.session, self.host, self.port)
        self.feature_templates = FeatureTemplates(self.session, self.host, self.port)

[docs]    def convert_device_template_to_name(self, device_template):
        """Convert a device template objects from IDs to Names.

        Args:
            device_template (dict): Device Template

        Returns:
            result (dict): Converted Device Template.
        """

        feature_template_dict = self.feature_templates.get_feature_template_dict(factory_default=True,
                                                                                 key_name='templateId')

        if 'policyId' in device_template and device_template['policyId']:
            policy_id = device_template['policyId']
            vmanage_local_policy = LocalPolicy(self.session, self.host, self.port)
            local_policy_dict = vmanage_local_policy.get_local_policy_dict(key_name='policyId')
            if policy_id in list(local_policy_dict.keys()):
                device_template['policyName'] = local_policy_dict[policy_id]['policyName']
            else:
                raise RuntimeError(f"Could not find local policy {policy_id}")

        if 'securityPolicyId' in device_template and device_template['securityPolicyId']:
            security_policy_id = device_template['securityPolicyId']
            vmanage_security_policy = SecurityPolicy(self.session, self.host, self.port)
            security_policy_dict = vmanage_security_policy.get_security_policy_dict(key_name='policyId')
            if security_policy_id in list(security_policy_dict.keys()):
                device_template['securityPolicyName'] = security_policy_dict[security_policy_id]['policyName']
            else:
                raise RuntimeError(f"Could not find security policy {security_policy_id}")

        if 'generalTemplates' in device_template:
            generalTemplates = []
            for old_template in device_template.pop('generalTemplates'):
                new_template = {
                    'templateName': feature_template_dict[old_template['templateId']]['templateName'],
                    'templateType': old_template['templateType']
                }
                if 'subTemplates' in old_template:
                    subTemplates = self.subTemplates_to_name(old_template, feature_template_dict)
                    new_template['subTemplates'] = subTemplates
                generalTemplates.append(new_template)
            device_template['generalTemplates'] = generalTemplates

        return device_template


[docs]    def convert_device_template_to_id(self, device_template):
        """Convert a device template objects from Names to IDs.

        Args:
            device_template (dict): Device Template

        Returns:
            result (dict): Converted Device Template.
        """

        if 'policyName' in device_template:
            vmanage_local_policy = LocalPolicy(self.session, self.host, self.port)
            local_policy_dict = vmanage_local_policy.get_local_policy_dict(key_name='policyName')
            if device_template['policyName'] in local_policy_dict:
                device_template['policyId'] = local_policy_dict[device_template['policyName']]['policyId']
                device_template.pop('policyName')
            else:
                raise RuntimeError(f"Could not find local policy {device_template['policyName']}")
        else:
            device_template['policyId'] = ''

        if 'securityPolicyName' in device_template:
            vmanage_security_policy = SecurityPolicy(self.session, self.host, self.port)
            security_policy_dict = vmanage_security_policy.get_security_policy_dict(key_name='policyName')
            if device_template['securityPolicyName'] in security_policy_dict:
                device_template['securityPolicyId'] = security_policy_dict[
                    device_template['securityPolicyName']]['policyId']
                device_template.pop('securityPolicyName')
            else:
                raise RuntimeError(f"Could not find security policy {device_template['securityPolicyName']}")
        else:
            device_template['securityPolicyId'] = ''

        if 'generalTemplates' in device_template:
            device_template['generalTemplates'] = self.generalTemplates_to_id(device_template['generalTemplates'])

        return device_template


[docs]    def generalTemplates_to_id(self, generalTemplates):
        """Convert a generalTemplates object from Names to IDs.

        Args:
            generalTemplates (dict): generalTemplates object

        Returns:
            result (dict): Converted generalTemplates object.
        """

        converted_generalTemplates = []
        feature_template_dict = self.feature_templates.get_feature_template_dict(factory_default=True)
        for template in generalTemplates:
            if 'templateName' not in template:
                self.result['generalTemplates'] = generalTemplates
                self.fail_json(msg="Bad template")
            if template['templateName'] in feature_template_dict:
                template_item = {
                    'templateId': feature_template_dict[template['templateName']]['templateId'],
                    'templateType': template['templateType']
                }
                if 'subTemplates' in template:
                    subTemplates = self.subTemplates_to_id(template, feature_template_dict)
                    template_item['subTemplates'] = subTemplates
                converted_generalTemplates.append(template_item)
            else:
                self.fail_json(msg="There is no existing feature template named {0}".format(template['templateName']))

        return converted_generalTemplates


[docs]    def import_feature_template_list(self, feature_template_list, push=False, check_mode=False, update=False):
        """Import a list of feature templates from list to vManage.  Object Names are converted to IDs.


        Args:
            feature_template_list (list): List of feature templates
            check_mode (bool): Only check to see if changes would be made
            update (bool): Update the template if it exists

        Returns:
            result (list): Returns the diffs of the updates.

        """
        # Process the feature templates
        feature_template_updates = []
        feature_template_dict = self.feature_templates.get_feature_template_dict(factory_default=True, remove_key=False)
        #pylint: disable=too-many-nested-blocks
        for feature_template in feature_template_list:
            if 'templateId' in feature_template:
                feature_template.pop('templateId')
            if feature_template['templateName'] in feature_template_dict:
                existing_template = feature_template_dict[feature_template['templateName']]
                feature_template['templateId'] = existing_template['templateId']
                diff = list(
                    dictdiffer.diff(existing_template['templateDefinition'], feature_template['templateDefinition']))
                if len(diff):
                    feature_template_updates.append({'name': feature_template['templateName'], 'diff': diff})
                    if not check_mode and update:
                        response = self.feature_templates.update_feature_template(feature_template)

                        if response['json']:
                            # Updating the policy list returns a `processId` that locks the list and 'masterTemplatesAffected'
                            # that lists the templates affected by the change.
                            if 'error' in response['json']:
                                raise RuntimeError(response['json']['error']['message'])
                            elif 'processId' in response['json']:
                                if push:
                                    vmanage_device_templates = DeviceTemplates(self.session, self.host)
                                    # If told to push out the change, we need to reattach each template affected by the change
                                    vmanage_device_templates.reattach_multi_device_templates(
                                        response['json']['masterTemplatesAffected'])
                            else:
                                raise RuntimeError("Did not get a process id when updating policy list")
            else:
                diff = list(dictdiffer.diff({}, feature_template['templateDefinition']))
                feature_template_updates.append({'name': feature_template['templateName'], 'diff': diff})
                if not check_mode:
                    self.feature_templates.add_feature_template(feature_template)

        return feature_template_updates


[docs]    def export_device_template_list(self, factory_default=False, name_list=None):
        """Export device templates from vManage into a list.  Object IDs are converted to Names.

        Args:
            factory_default (bool): Include factory default
            name_list (list of strings): A list of template names to retreive.

        Returns:
            result (dict): All data associated with a response.
        """
        if name_list is None:
            name_list = []
        device_template_list = self.device_templates.get_device_templates()
        return_list = []

        #pylint: disable=too-many-nested-blocks
        for device_template in device_template_list:
            # If there is a list of template name, only return the ones asked for.
            # Otherwise, return them all
            if name_list and device_template['templateName'] not in name_list:
                continue
            obj = self.device_templates.get_device_template_object(device_template['templateId'])
            if obj:
                if not factory_default and obj['factoryDefault']:
                    continue
                obj['templateId'] = device_template['templateId']
                obj['attached_devices'] = self.device_templates.get_template_attachments(device_template['templateId'])
                obj['input'] = self.device_templates.get_template_input(device_template['templateId'])
                converted_device_template = self.convert_device_template_to_name(obj)
                return_list.append(converted_device_template)
        return return_list


[docs]    def import_device_template_list(self, device_template_list, check_mode=False, update=False, push=False):
        """Import a list of device templates from list to vManage.  Object Names are converted to IDs.


        Args:
            device_template_list (list): List of device templates
            check_mode (bool): Only check to see if changes would be made
            update (bool): Update the template if it exists

        Returns:
            result (list): Returns the diffs of the updates.

        """
        device_template_updates = []
        device_template_dict = self.device_templates.get_device_template_dict()
        diff = []
        #pylint: disable=too-many-nested-blocks
        for device_template in device_template_list:
            if 'policyId' in device_template:
                device_template.pop('policyId')
            if 'securityPolicyId' in device_template:
                device_template.pop('securityPolicyId')
            if device_template['templateName'] in device_template_dict:
                existing_template = self.convert_device_template_to_name(
                    device_template_dict[device_template['templateName']])
                device_template['templateId'] = existing_template['templateId']
                # Just check the things that we care about changing.
                diff_ignore = set([
                    'templateId', 'policyId', 'connectionPreferenceRequired', 'connectionPreference', 'templateName',
                    'attached_devices', 'input', 'securityPolicyId'
                ])
                diff = list(dictdiffer.diff(existing_template, device_template, ignore=diff_ignore))
                if len(diff):
                    device_template_updates.append({'name': device_template['templateName'], 'diff': diff})
                    if not check_mode and update:
                        if not check_mode:
                            converted_device_template = self.convert_device_template_to_id(device_template)
                            response = self.device_templates.update_device_template(converted_device_template)

                        if response['json']:
                            # Updating the policy defin returns a `processId` that locks the list and 'masterTemplatesAffected'
                            # that lists the templates affected by the change.
                            if 'error' in response['json']:
                                raise RuntimeError(response['json']['error']['message'])
                            elif 'processId' in response['json']['data']:
                                if push:
                                    # If told to push out the change, we need to reattach each template affected by the change
                                    obj = self.device_templates.get_device_template_object(
                                        converted_device_template['templateId'])
                                    self.device_templates.reattach_device_template(
                                        converted_device_template['templateId'], obj['configType'])
                            else:
                                raise RuntimeError("Did not get a process id when updating policy list")
            else:
                if 'generalTemplates' in device_template:
                    diff = list(dictdiffer.diff({}, device_template['generalTemplates']))
                elif 'templateConfiguration' in device_template:
                    diff = list(dictdiffer.diff({}, device_template['templateConfiguration']))
                else:
                    raise RuntimeError("Template {0} is of unknown type".format(device_template['templateName']))
                device_template_updates.append({'name': device_template['templateName'], 'diff': diff})
                if not check_mode:
                    converted_device_template = self.convert_device_template_to_id(device_template)
                    self.device_templates.add_device_template(converted_device_template)

        return device_template_updates


[docs]    def import_attachment_list(self, attachment_list, check_mode=False, update=False):
        """Import a list of device attachments to vManage.


        Args:
            attachment_list (list): List of attachments
            check_mode (bool): Only check to see if changes would be made
            update (bool): Update the template if it exists

        Returns:
            result (list): Returns the diffs of the updates.

        """
        attachment_updates = {}
        attachment_failures = {}
        action_id_list = []
        device_template_dict = self.device_templates.get_device_template_dict()
        vmanage_device = Device(self.session, self.host, self.port)
        template_device_map = dict()
        for attachment in attachment_list:
            if attachment['template'] in device_template_dict:
                if attachment['device_type'] == 'vedge':
                    # The UUID is fixes from the serial file/upload
                    device_uuid = attachment['uuid']
                else:
                    # If this is not a vedge, we need to get the UUID from the vmanage since
                    # it is generated by that vmanage
                    device_status = vmanage_device.get_device_status(attachment['host_name'], key='host-name')
                    if device_status:
                        device_uuid = device_status['uuid']
                    else:
                        raise RuntimeError(f"Cannot find UUID for {attachment['host_name']}")

                template_id = device_template_dict[attachment['template']]['templateId']
                config_type = device_template_dict[attachment['template']]['configType']
                attached_uuid_list = self.device_templates.get_attachments(template_id, key='uuid')
                if device_uuid in attached_uuid_list:
                    # The device is already attached to the template.  We need to see if any of
                    # the input changed, so we make an API call to get the input on last attach
                    existing_template_input = self.device_templates.get_template_input(
                        device_template_dict[attachment['template']]['templateId'], [device_uuid])
                    current_variables = existing_template_input['data'][0]
                    changed = False
                    for property_name in attachment['variables']:
                        # Check to see if any of the passed in varibles have changed from what is
                        # already on the attachment.  We are are not checking to see if the
                        # correct variables are here.  That will be done on attachment.
                        if ((property_name in current_variables) and
                            (str(attachment['variables'][property_name]) != str(current_variables[property_name]))):
                            changed = True
                    if changed:
                        if not check_mode and update:
                            template_device_map.setdefault(template_id, []).append({
                                "config_type": config_type,
                                "variables": attachment['variables'],
                                "host_name": attachment['host_name'],
                                "site_id": attachment['site_id'],
                                "system_ip": attachment['system_ip'],
                                "device_uuid": device_uuid
                            })

                else:
                    if not check_mode:
                        template_device_map.setdefault(template_id, []).append({
                            "config_type": config_type,
                            "variables": attachment['variables'],
                            "host_name": attachment['host_name'],
                            "site_id": attachment['site_id'],
                            "system_ip": attachment['system_ip'],
                            "device_uuid": device_uuid
                        })

            else:
                raise RuntimeError(f"No template named {attachment['template']}")

        for entry in template_device_map:
            device_uuid = dict()
            for item in template_device_map[entry]:
                device_uuid.setdefault(item['device_uuid'], {})['host_name'] = item['host_name']
                device_uuid[item['device_uuid']]['site_id'] = item['site_id']
                device_uuid[item['device_uuid']]['variables'] = item['variables']
                device_uuid[item['device_uuid']]['system_ip'] = item['system_ip']
            action_id = self.device_templates.attach_to_template(entry, template_device_map[entry][0]['config_type'],
                                                                 device_uuid)
            action_id_list.append(action_id)

        utilities = Utilities(self.session, self.host)
        # Batch the waits so that the peocessing of the attachments is in parallel
        for action_id in action_id_list:
            result = utilities.waitfor_action_completion(action_id)
            data = result['action_response']['data']
            for entry in data:
                if result['action_status'] == 'failure':
                    attachment_failures.update({entry['uuid']: entry['currentActivity']})
                else:
                    attachment_updates.update({entry['uuid']: entry['currentActivity']})

        result = {'updates': attachment_updates, 'failures': attachment_failures}
        return result


[docs]    def subTemplates_to_name(self, old_template, feature_template_dict):
        """Convert a Sub Template objects from IDs to Names.

        Args:
            old_template (dict): a device template
            feature_template_dict (dict): dict of all the feature templates

        Returns:
            result (dict): Converted Device Template.
        """

        subTemplates = []
        for sub_template in old_template['subTemplates']:
            if 'subTemplates' in sub_template:
                subsubTemplates = []
                for sub_sub_template in sub_template['subTemplates']:
                    subsubTemplates.append({
                        'templateName':
                        feature_template_dict[sub_sub_template['templateId']]['templateName'],
                        'templateType':
                        sub_sub_template['templateType']
                    })
                subTemplates.append({
                    'templateName': feature_template_dict[sub_template['templateId']]['templateName'],
                    'templateType': sub_template['templateType'],
                    'subTemplates': subsubTemplates
                })
            else:
                subTemplates.append({
                    'templateName': feature_template_dict[sub_template['templateId']]['templateName'],
                    'templateType': sub_template['templateType']
                })
        return (subTemplates)


[docs]    def subTemplates_to_id(self, template, feature_template_dict):
        """Convert a Sub Template objects from IDs to Names.

        Args:
            template (dict): a device template
            feature_template_dict (dict): dict of all the feature templates

        Returns:
            result (dict): Converted Device Template.
        """
        subTemplates = []
        for sub_template in template['subTemplates']:
            if sub_template['templateName'] in feature_template_dict and 'subTemplates' in sub_template:
                subsubTemplates = []
                for sub_sub_template in sub_template['subTemplates']:
                    if sub_sub_template['templateName'] in feature_template_dict:
                        subsubTemplates.append({
                            'templateId':
                            feature_template_dict[sub_sub_template['templateName']]['templateId'],
                            'templateType':
                            sub_sub_template['templateType']
                        })
                    else:
                        self.fail_json(msg="There is no existing feature template named {0}".format(
                            sub_sub_template['templateName']))
                subTemplates.append({
                    'templateId': feature_template_dict[sub_template['templateName']]['templateId'],
                    'templateType': sub_template['templateType'],
                    'subTemplates': subsubTemplates
                })
            elif sub_template['templateName'] in feature_template_dict:
                subTemplates.append({
                    'templateId': feature_template_dict[sub_template['templateName']]['templateId'],
                    'templateType': sub_template['templateType']
                })
            else:
                self.fail_json(
                    msg="There is no existing feature template named {0}".format(sub_template['templateName']))
        return (subTemplates)
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